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Resolving Disaster 

Recovery Problems 



What To Do When Even 
The Best-Laid Plans Hit Snags 



by Carmi Levy 

Although disaster recovery planning 
is never easy or straightforward, it's espe- 
cially delicate when data centers 
are included in the mix. The 
density of equipment and the 
mission-critical nature of these 
facilities make it especially 
important to get the DRP (disas- 
ter recovery plan) right. 

As data center managers build 
DRPs that fit their organiza- 
tions' needs and minimize risk, 
there are many potential prob- 
lems that they must be able to 
resolve. 

Failure To Adapt To Change 

Simply having a disaster 
recovery plan is not enough; 
companies must also maintain it 
over time. 

"Building a plan is hard, but 
many companies do it well. 
Maintaining a plan is much 
harder, and few companies do 
it well," says Michael Miora, 



president of ContingenZ (www.contingenz 
.com). "Maintaining a plan means making 
the business continuity (BC) and disaster 
recovery plan (DRP) a process rather than 



Key Points 




Recognize the linkage between DR plan- 
ning and business continuity management. 

Leverage support from all levels of the 
organization, as well as from external 
stakeholders. 

Build a culture that incorporates DR-based 
thinking into all business planning phases. 



a project and incorporating that 
process into the corporate cul- 
ture and procedures." 

To accomplish this, Miora 
says long-term commitment is 
needed, which involves ongoing 
communication. 

"The most common issue aris- 
es when a business function 
does things differently from how 
they used to do it when the plan 
was built, but nobody told the 
BC/DR people," says Miora. "IT 
therefore doesn't have the right 
data or equipment available in 
a timely fashion. Everybody 
loses." Communication is key to 
avoiding problems with changes 
to the DRP. 

Go to Page 7 



Considering A Rental? 

Weigh Basic Factors When Deciding Whether Colocation 
Or Managed Hosting Is Right For Your Data Center 



by Jean Thilmany 
• ■ • 

For enterprises looking for greater 
redundancy and cost savings or for those 
with a limited staff, data center colocation 
or managed hosting are definite options to 
consider. 



In fact, today's economic realities mean 
more IT managers are weighing those 
options. But whether or not one or the 
other is right for them depends on a num- 
ber of factors, says John Rath, service cen- 
ter manager for Team Companies (www 
.team-companies.com), which provides 



The Processor.com home page is updated each week with 
new articles and hardware news to help you keep current. 
Visit www.processor.com today. 



Enterprises with small IT staffs or with 
employees who don't have a deep font of 
data center management knowledge can often 
benefit by choosing to move some or all data 
center operations to a managed service or 
colocation provider. 



data center colocation. "It's quite a com- 
plex decision to make, and it depends on a 
lot of internal factors about your business," 
he says. 

Some of those factors include IT staffing 
levels, IT budget, enterprise type, enter- 
prise size, and the applications you'll 
be asking the outsourced center to manage 
or house, he says. Enterprises with small IT 
staffs or with employees who don't have 
a deep font of data center management 
knowledge can often benefit by choosing to 
move some or all data center operations to 
a managed service or colocation provider. 

Check In To Co-Lo 

When making the decision, keep in mind 
the difference between the colocation and 
managed services offerings. Rath likens the 
Go to Page 7 
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Caplan™Web console and 
dashboards are designed to 
make capacity planning as 
easy as possible. 

+39 02 2399 7105 

www.neptuny.com 



Capacity Planning: Critical For Reducing Costs, Avoiding IT Infrastructure Risks 



TM 



Neptuny Caplan 



Caplan™ is the business-aware capacity plan- 
ning solution for data centers and networks, 
enabling an enterprise-wide, industrialized, 
ITIL-allgned capacity management process. 

Caplan™ allows companies to optimize their 
infrastructures, safely virtualize and consoli- 
date their data centers, and evaluate change 
scenarios with respect to forecasted business 
demands, while being automatically notified 
about critical capacity and demand trends. 

Caplan™ provides performance and workload 
analysis, time forecasting, what-if scenario sim- 
ulations, and advanced reporting capabilities for 
multiple domains (such as physical/virtual 
servers, storage, networks, and facilities). 

Caplan™ makes capacity planning easy: analy- 
ses and reports can be automated, capacity Is- 
sues can be Identified, and data can easily be 



accessed through Web interfaces and dash- 
boards tailored to user-specific roles. Caplan^" 
has zero Impact on production environments 
because of Its agentless architecture, its out-of- 
the-box connectors to major management plat- 
forms and native tools, and Its ability to easily 
Integrate custom (IT and non-IT) data sources. 

Caplan™ has helped many customers reduce 
both operating and capital costs of their IT infra- 
structures and avoid SLA violations and risks 
due to the inability to cope with business de- 
mands. By correlating IT with business metrics, 
Caplan™ has also helped organizations realize 
the real value of their IT Investments. 
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AlertWerks II ServSensor Junior &Temperature Sensor Kit (EME103A) 

$295 

(888) 225-6921 

www.blackbox.com/go/AlertWerks 



Environmental Monitoring That's Simple & Inexpensive 

Black Box AlertWerks II ServSensor Junior 



The AlertWerks II ServSensor Junior by Black 
Box® is perfect for small installations. Its two 
sensor ports give you an economical way to 
watch over limited areas like wiring closets 
or remote sites. 

Just connect the ServSensor Junior to your 
network, attach AlertWerks II sensors, and 
you're ready to remotely view the status of 
your data center or other facilities. Check for 
temperature, humidity, and the presence of 
liquids. Know when server cabinet doors are 
open or closed and whether the contents of 
a cabinet are overheating. 

Use the ServSensor Junior for remote 
monitoring of a wide range of devices such 
as HVAC systems, security equipment, 
UPSes, generators, and even Industrial 
equipment. The ServSensor Junior's 
embedded Web server enables you to use 



a standard Web browser to view sensor 
status over any IP network — even the 
Internet — so you can easily check the status 
of your data center from your office, home, 
or on the road. 

The built-in database maintains a time- 
stamped log of all events, so you can go back 
to see what happened when. The Integrated 
data collection and graphing package is 
especially useful in analyzing trends and for 
providing historical Information for analysis. 

Economical and easy to Install, the 
ServSensor Junior is the perfect monitoring 
solution for smaller areas. 
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Barracuda Backup Service 
Integrates Local & Secure Offsite 
Backup For Disaster Recovery 

Starts at $99 per month 

(888) 268-4772 
www.barracudanetworks.com 
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Get Onsite & Offsite Backup 

Barracuda Backup Service 

The Barracuda Backup Service is an affordable, integrated 
local and offsite data backup and disaster recovery solution 
that combines an onsite appliance with a monthly subscrip- 
tion that replicates data to two offsite locations. Combining 
local and offsite storage provides the best of both worlds — 
onsite backups for the fastest restore times and secure, off- 
site storage for disaster recovery. 



Designed for organizations of any size, the Barracuda Backup 
Server creates a local copy of data and efficiently transfers the 
data offsite without any additional burden on production serv- 
ers. Offsite storage is monitored and managed by Barracuda 
Central as part of the Barracuda Backup Subscription, and tech 
support and emergency restores are Included, as well. 



Deployed in varied, complex IT environments, the Barracuda 
Backup Service protects mission-critical business Information, 
utilizes industry-standard networking protocols to access data 
for backup, and is compatible with all major operating systems. 

The Barracuda Backup Service Web control panel makes 
it easy to manage and back up data to multiple units at 
one or more locations — from anywhere. It also provides 
control of settings, reports, restores, statistics, and ac- 
count information in order to manage Barracuda Backup 
Servers and Barracuda Backup Subscription plans. In ad- 
dition, customers receive automated alert notifications via 
the Web control panel when conditions affecting backup 
service are detected. 
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■J BlueRit^ AppGirard 



Status Guarded .^plications | Settings | 

AppGLard prevents applicatons listed tiere from harming yciyr PC. If AppGuard 
is blocking samettiing you want to allow, sijcti as a self -update , you may 
temporarily un-guard the relevant application, 



Enabled | Applicatjon _ 



Adobe AIR Application Installe 
Firefo]c 

Google Chrome 
Internet Explorer 
Microsoft Office Access 
Microsoft Office Excel 
Microsgft Office Outlook- 
MicrosQft Office PoVi'erPoInt 
Microsgft Office Word 
'.'■j'indo'A's Media Plaver 



Add Program.,. | Delete | 

Re-enable unchecked application after fmins); 



Cancel I -jppljJ 



Blue Ridge/Secure AppGuard protects PCs from 
viruses and zero-day malware attacks that legacy 
solutions are unable to identify or stop. 

$24.95 

(703) 631-0700 
www.blueridgenetworks.com 



More Than Double PC Protection From Malware 

Blue Ridge/Secure AppGuard 



Blue Ridge/Secure AppGuard is an antimal- 
ware solution that protects PCs from attack by 
the latest generation of sophisticated malware 
threats, increasing endpoint security coverage 
to address more than 90% of known and un- 
known vulnerabilities. AppGuard is able to 
prevent machines from executing the harmful 
instructions delivered by zero-day and similar 
malware, neutralizing the attack until a patch 
is made available and can be installed. 

Secure AppGuard is unique because, unlike 
legacy antivirus and antispyware products, it 
does not rely on signatures that are quickly 
outdated or require constant monitoring and 
tuning of policy rules. Secure AppGuard pre- 
vents an application from executing instruc- 
tions that would indicate it has been hijacked 
by malware. Users can safely continue work- 
ing knowing neither corporate nor personal 
data will be compromised. 



Secure AppGuard is preconfigured to safe- 
guard the applications most targeted by hack- 
ers, including Web browsers, Microsoft Office, 
and media players. Additional applications are 
easily added to the guarded list by system ad- 
ministrators or end users. In addition to these 
traditional attack vectors. Secure AppGuard 
also provides the ability to block attacks from 
USB devices such as thumb drives and also 
stops ActiveX controls from installing malware. 

Secure AppGuard operates transparently to 
Windows XP and Vista users. If it encounters a 
problem, it simply blocks the application from 
performing the malicious action and alerts the 
user by flashing the Secure AppGuard icon. It 
also writes an entry in the Windows Event Log 
to support enterprise reporting requirements. 
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Firetide's HotPort 6000 wireless 
mesh nodes and HotPoint 4000 
wireless access points enable 
standalone wireless networks. 

HotPort 6000 mesh nodes: $1 ,295 to 
$2,995; HotPoint 4000 access points: 
$395 to $995 

) 399-7771 



www.firetide.com 



Standalone Wireless Networking 

Firetide HotPort 6000 & HotPoint 4000 



If there is anything better than reliable alarm 
monitoring and response supervision technol- 
ogy, it's the wireless version of those abilities. 
Companies and individuals in a variety of 
fields, such as emergency services and secu- 
rity, would benefit from the ability to wirelessly 
receive and act on alarms. A new wireless 
system of this nature has been developed by 
Digitize using wireless mesh technology from 
Firetide. 

Firetide's technology facilitates a cost- 
effective, rapid deployment and easy installa- 
tion, enabling employees to set up a stand- 
alone network without the need for IT 
personnel. The networks operate in the 
2.4GHz, 4.9GHz, and 5GHz frequency 
ranges. Firetide HotPort 6000 mesh nodes 
and HotPoint 4000 access points are 
equipped with HotView network management 
software and Firetide WLAN Controller soft- 



ware, respectively, and feature WPA2 (Wi-Fi 
Protected Access 2), WEP (Wired Equivalent 
Privacy), and AES encryption for security, 
as well as a proprietary encapsulation 
technology. 

The Firetide HotPort 6000 wireless mesh 
nodes and HotPoint 4000 wireless access 
points come in both indoor and outdoor ver- 
sions, enabling users to set up a network in 
virtually any location. 

In addition to being cost-effective, the net- 
works are self-contained and easily reposi- 
tioned, so users can adjust to their changing 
needs on the fly. 
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Remote IT Automation, Simplified 



Kaseya Endpoint Security 

& Backup And Discovery Modules 



In tough economic times, optimizing IT 
resources is crucial to business success. 
With automation, companies can deploy 
solutions quickly and efficiently Kaseya's 
answer to these issues is in the latest ver- 
sions of its KES (Kaseya Endpoint Security) 
and BU-DR (Backup and Disaster Recov- 
ery) modules. The new modules are de- 
signed to simplify remote IT automation with 
seamless endpoint security, instant virtual- 
ization, and real-time disaster recovery 

The two modules provide different function- 
ality The KES module, integrated at the 
user-interface level and the database level 
with all other parts of Kaseya's IT automa- 
tion software suite, lets users automate IT 
management without sacrificing full visibility. 
Users can keep an eye on all deployment, 
configuration, status, and operations of 
end-point security from a single Web-based 
console. KES provides seamless operation 
and management of antivirus, antispyware, 
and rootkit protection for Microsoft OS- 
based servers, workstations, and mobile 
computers. 

Features of the BU-DR module include In- 
cremental Forever and Synthetic Full Back- 
ups as well as Instant Virtualization. The 
backup functionality is designed to offer effi- 
cient offsite replication and user-defined 
archival capabilities. Features of Instant Vir- 
tualization include the ability to remotely 
and automatically convert any backup to a 



VMware, ESX, or Virtual PC virtual disk. To 
make the restoration process less painful 
and recover files and folders in real time, 
users can set up a virtual environment and 
quickly have a key system up and running. 
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Kaseya Endpoint Security 2.0 

and Backup and Disaster Recovery 3.0 

simplify remote IT automation. 

(415) 694-5700 

www.l<aseya.com 





I'm InTouch SecurePC & SecureKEY 
prevent data loss and unauthorized access 
to your workstations while allowing your 
employees fast and secure remote control 
of their computers from anywhere. 

(800) 668-2185 

www.imintoucti.com/secure 



Protect Your Business Against Data Breaches From Lost Laptops 

'm InTouch SecurePC & SecureKEY 



unauthorized remote access to company 
workstations. Only a computer with an 
employee's personal SecureKEY inserted 
into its USB slot can be used to remotely 
access the employee's workstation in the 
office. Even if the employee's remote access 
login password were compromised, unautho- 
rized access would not be possible because 
the SecureKEY would not be present. 

By combining the SecurePC, SecureKEY, 
and I'm InTouch Premium solution, businesses 
can deploy an incredibly secure remote access 
platform quickly and cost-effectively without 
any performance sacrifices. 

COMMUNIQUE 



Allowing employees to take company laptops 
containing confidential information outside the 
office is a security risk. If the laptop is lost or 
stolen, the data on the laptop is compromised 
and could fall into the wrong hands. Instead, 
use the I'm InTouch SecurePC and keep your 
data safely behind your corporate firewall. 

The SecurePC remote access terminal allows 
businesses to provide their employees with all 
the freedom of laptops without the security 
risks. Instead of storing their work on a laptop, 
employees can use the SecurePC to remotely 
control their office workstation from anywhere 
over the Internet using 01 Communique's I'm 
InTouch Premium remote access solution. No 
files can be saved to SecurePC, ensuring no 
data leaves the safety of the corporate network. 

For even more security add the SecureKEY 
physical authentication USB device to prevent 
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' Intel Chairman 
Announces Retirement 

Craig Barrett, Intel's chairman, will retire in May. 
In addition to relinquishing the chairmanship, he 
will retire from the company's board and no 
longer hold any managerial duties. He will be 
replaced by Jane Shaw, who has been a board 
member since 1 993. Barrett sen/ed as Intel 
CEO until 2005. Over a 35-year stint at the com- 
pany, Barrett, 69, also served as a technology 
development manager, vice president, executive 
VP, and COO. Barrett was well-known for devel- 
oping the "copy exactly" method of manufactur- 
ing to prevent flaws on production lines. 

I Mac Sales Fall To Impress 

Though sales of Mac 
laptops were up 
20% in December 
2008 compared 
to a year ago, 
sales of Mac 
desktops plum- 
meted 36% 
year-over-year. 
The net gain for 
the company 
was only 0.3%, 
according to 
research group 
NPD. NPD 
notes that part 
of Apple's prob- 
lem may be that at 
a time when sales of 
netbooks are on the rise, 
it doesn't have a product in that sphere. 
Despite the lack of a true netbook and slowing 
desktop sales, NPD acknowledges that overall 
Mac sales are respectable because of the 
strength of the MacBook. 

RIM Drops Certicom Bid; 
Certlcom To Be Acquired By Verisign 

RIM withdrew its $1 .50 per common share offer 
for all of the common shares of Certicom, a 
security specialist in the field of ECC (Elliptic 
Curve Cryptography). RIM, the manufacturer of 
the BlackBerry line of mobile phones, ended 
the bid after the Ontario Superior Court of 
Justice and the Ontario Securities Commission 
courts blocked RIM from continuing its hostile 
bid. Shortly after RIM withdrew its offer, Certi- 
com announced it entered into an arrangement 
with Verisign, which will purchase all of the 
common shares at a price of C$2.10 (Canadian 
dollars) per share. 

' Payment Processor 
Heartland Reports Breach 

Heartland Payment Systems, which processes 
100 million transactions each month for more 
than 250,000 businesses, discovered what may 
be one of the largest system breaches to date. 
Notification from Visa and MasterCard of suspi- 




cious activity surrounding processed transac- 
tions prompted an investigation, which in mid- 
January uncovered malicious software compro- 
mising data. Law enforcement officials and 
credit card companies were notified, and the 
card processor is heightening security, including 
implementing a program that flags network 
irregularities in real time, according to Heart- 
land. No merchant data, cardholder Social 
Security numbers, unencrypted PINs, address- 
es, or telephone numbers were exposed, 
although it's unknown how many credit and 
debit card accounts were compromised, accord- 
ing to Heartland. While the breach is believed to 
be contained. Heartland recommends cardhold- 
ers examine statements for fraudulent charges. 

> Study: Social Networking Sites 
Address Enterprise Needs 

Linkedin is moving more rapidly to address 
enterprise social computing needs, according to 
CMS Watch. In its "Enterprise Social Software & 
Collaboration Report," CMS Watch evaluated 26 
social computing platforms against 1 1 potential 
enterprise-use cases. According to the report, 
Linkedin outperformed Facebook in CMS 
Watch's use cases, and Linkedin surpassed 
Facebook in Information Filtering And 
Discussion features. The report also shows that, 
when compared to Facebook, Linkedin is per- 
ceived as more professional by its members. 
Linkedin applications that target enterprise 
users, such as the SlideShare and Huddle appli- 
cations, provide helpful business file-sharing and 
collaboration tools, according to CMS Watch. 

I Sprint Nextel To Cut 8,000 Jobs 

Sprint Nextel announced plans to eliminate 
about 8,000 jobs, or more than 14% of its 
workforce, during the first quarter. The cuts 
are expected to result in $300 million in sev- 
erance payouts, but they are also projected to 
save $1.2 billion in annual labor costs. Sprint 
says the cuts will affect all levels and areas of 
the company, although they will be less 
severe in customer care operations. The 
company will also suspend its policy of 
matching employee contributions to 401 (k) 
plans, and it is extending a salary freeze 
implemented last year. 

Yahoo! Freezes Employees' Pay 

Yahoo! has frozen annual employee pay in 
order to cut costs in a difficult online advertis- 
ing market. The decision is a sign of cost-cut- 
ting actions implemented by the new CEO, 
Carol Bartz. After founder and former CEO 
Jerry Yang spent most of last year dealing 
with merger or partnership talks with Micro- 
soft and Google, which resulted in failure, 
Bartz is looking for ways to grab Yahoo! by 
the helm. Yahoo! spokesman Brad Williams 
says, "Our management decided this was the 
responsible thing to do." Pay freezes are 
seen as a way to lower costs without firing 
employees. 



WATCH THE 

This information provides a quick glimpse of current and historical stock 
j^^^^^ J^j^ prices and trends for 14 major companies in the technology market. 



Company 


Symbol 


Year Ago 


Jan. 23 $ 


Jan. 30 $ 


% change from 
previous week 


AMD 


AMD 


$7.61 


$2.07 


$2.19 


▲ 5.8% 


OA 


CA 


$22.30 


$17.26 


$18.11 


A 4.92% 


Cisco Systems 


0800 


$24.36 


$15.37 


$15.07 


T 1.95% 


Dell 


DELL 


$20.43 


$9.98 


$9.56 


T 4.21% 


Google 


GOOG 


$548.27 


$306.50 


$338.83 


A 10.55% 


HP 


HPQ 


$43.54 


$35.79 


$34.79 


T 2.79% 


IBM 


IBM 


$105.65 


$89.49 


$91.98 


A 2.78% 


Intel 


INTO 


$20.69 


$12.82 


$13 


A 1.4% 


McAfee 


MFE 


$33.24 


$30.42 


$30.58 


A 0.53% 


Microsoft 


MSFT 


$32.20 


$17.11 


$17.19 


A 0.47% 


Oracle 


OROL 


$20.27 


$16.65 


$17 


A 2.1% 


Red Hat Software 


RHT 


$18.04 


$14.28 


$14.71 


A 3.01% 


Sun Microsystems 


JAVA 


$17.55 


$3.62 


$4.20 


A 16.02% 


Symantec 


SYMC 


$17.05 


$13.09 


$15.47 


A 18.18% 




NOTE: This information is meant for reference only and should not be used as a basis for buy/sell decisions. 



I Job Site Suffers Security Breach 

Online job search giant Monster.com posted 
a security breach notification on its Web site, 
telling its users that cybercriminals stole con- 
tact information and account login details for 
potentially a million or more users. A repre- 
sentative from Monster.com declined to name 
the total number of affected users. Stolen 
data consisted of user IDs, passwords, email 
addresses, names, phone numbers, birth 
dates, gender, ethnicity, and the state of resi- 
dence. Since the incident. Monster has taken 
corrective measures to ensure no further 
information is compromised and is currently 
working with the authorities to apprehend the 
perpetrators. 

I Windows 7 Beta Availability 
Ends Soon 

The Beta version 
of Microsoft's 
next operating 
system, 
Windows 7, 
will no longer 
be freely avail- 
able to the gen- 
eral public after 
Feb. 10. If you started 
to download the software prior to the deadline, 
you may continue downloading it until Feb. 12. 
Users will still be able to get beta keys follow- 
ing the deadlines for use with previously down- 
loaded versions of the beta. A spokesperson 
for Microsoft cites the large number of beta 
testers currently providing feedback to engi- 
neers as the primary reason for ending avail- 
ability. Microsoft expects the retail version of 
Windows 7 to be available for purchase late 
this year or early next, and most reports indi- 
cate the beta will stop working in April. 

Intel Cuts Jobs & Closes Plants 

Intel has announced five plant closings 
around the globe as revenues sag. Fabri- 
cation facilities in Malaysia, the Philippines, 
Oregon, and California will be shuttered, 
affecting between 5,000 and 6,000 workers. 
About 1 ,000 workers in Oregon alone may 



(CLOSED) 



lose their jobs, although some employees will 
be able to transfer to a different facility. In 
total, the five plants represent about 7% of 
Intel's workforce. In 04 2008, Intel's profits 
dropped 19% from the previous quarter and 
23% year-over-year. Fourth-quarter revenues 
dropped 90% compared to 04 2007. 

Tech Salaries Rise In 2008 

Despite the struggling economy, a recent sur- 
vey of more than 19,400 respondents from 
tech/engineering career Web site Dice.com 
shows the average salary for tech workers in 

2008 rose to an average of $78,035, up 4.6% 
from 2007. In the survey, which was conduct- 
ed from August to November 2008, Dice.com 
found the average salary for security analysts 
rose 8.4% last year, followed by software 
engineers (7%) and application developers 
(6.6%). Salaries within the computer hardware 
sector, meanwhile, climbed an average of 
9.4% to $77,387, followed by the Internet ser- 
vices sector (an 8.8% increase to $77,819). 
Women tech professionals earned 12% less 
on average than men, the survey indicates. 
Those surveyed indicated their top worries for 

2009 include keeping skills up-to-date (22%), 
having jobs eliminated (20%), having lower 
salary increases (14%), and having projects 
canceled (12%). Smaller, less traditional met- 
ropolitan tech markets saw the biggest salary 
jumps, with Charlotte (average increase of 
14.7%) and St. Louis (average increase of 
12.5%) leading this area. 
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Are you looking to learn more about data center 
or IT topics? Network with some of your peers? 

Consider joining a group of data center 
professionals. If you don't see a meeting listed in 
your area, visit www.afcom.com, www.aitp.org, 
or www.issa.org to find a chapter near you. 



- FEBRUARY - 

AFCOM St. Louis "Gateway" Chapter 
Feb. 10 

Schneider Electric Technology Center 
807 Corporate Centre Drive 
O'Fallon, Mo. 
www.afcom.com/afcomnew/stlouis.html 



Greater Kansas City AFOOM 
Feb. 10 
Corner Corp. 
3200 N. Rockcreek Parkway 

Kansas City, Mo. 
www.greaterkc-afcom.com 



AITP-Oentral Idaho 
Feb. 11, 11:45 a.m. 
Owyhee Plaza Hotel 
1109 Main St. 
Boise, Idaho 
www.boisestate.edu/dpma 
/dpmaci/centida.html 



AITP Washington D.C. 

Feb. 12, 6:30 p.m. 

Alfio's Restaurant 

4515Willard Ave. 

Chevy Chase, Md. 
aitpwashdc.ning.com 



ISSA Northeast Ohio 
Feb. 12, 8 a.m. 
Corporate College East 
4400 Richmond Road 
Warrensville Heights, Ohio 
neoissa.org 



AITP Pittsburgh 
Feb. 16, 6 p.m. 
Sokol Olub-Southside 
2912 E. Carson St. 

Pittsburgh, Pa. 
www.aitp-pgh.org 



AITP Southwest Missouri 
Feb. 17 
Springfield, Mo. 
www.swmo-aitp.org/index.html 



Oklahoma City 
AITP Chapter 
Feb. 17 
Oklahoma City, Okla. 
www.aitp.org/organization/chapters 
/chapterhome.jsp?chapter=40 



ISSA Oklahoma City 

Feb. 18 
Spaghetti Warehouse 
101 E. Sheridan Ave. 
Oklahoma City, Okla. 
www.issa-okc.org 



AITP Omaha 
Feb. 19, 5:30 p.m. 

Seraph Corp. 

Omaha, Neb. 
www.aitpomaha.org 



AITP Tarheel 
Feb. 19, 6 p.m. 
Foothill Brewery 
638 W. 4th St. 
Winston-Salem, N.C. 
www.aitp.org 



Technology Convergence Conference 
Feb. 19 

Santa Clara Convention Center 

Santa Clara, Calif, 
www.technologyconvergence 
conference.com 



ISSA Upstate SC 
Feb. 20, 11 a.m. 
NuVox 

301 N. Main St., Suite 5000 
Greenville, S.C. 
www.upstate-issa.org/index.htm 



Southern California Linux Expo 
February 20-22 
Los Angeles Airport Westin 
Los Angeles, Calif. 
www.socallinuxexpo.org 



Gartner Wireless & Mobile Summit 
Feb. 23-25 
Chicago, III. 
www.gartner.com/it/page.jsp?id=669708 
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Open- Source CRM 

Broadcore Says SugarCRM Is A "Sweet Deal" 



by Julie Sartain 

Multiple systems, dozens of programs, 
and several layers of security are necessary 
for most companies to run an effective 
shop. However, efficiency is often lost 
when users have to log in and out of 
numerous programs all day to get the job 
done. A single point of integration that 
combines access to all of your systems 
saves time, prevents errors, and maintains a 
high level of security for all programs 
(even those with minimal security). 



Broadcore, located in Los Angeles, Calif., 
is a unified communications company that 
provides telecom and Internet access on one 
comprehensive platform. It faced the inte- 
gration and management headaches and was 
in need of one application that could com- 
bine access and functionality to all of its 
other programs, plus provide additional 
reporting and analytic capabilities and better 
wireless CRM features. 

The Problems & The Challenges 

"Not all systems allow for easy integra- 
tion of Web service APIs (application pro- 
gram interfaces)," says Dean Manzoori, 
senior vice president of service delivery 
and technical operations at Broadcore 
(www.broadcore.com). "Even when the 
access to different Web front ends is a 
necessity, there is still no need to provide 
login credentials multiple times and, thus, 
make the user experience more difficult." 

Broadcore needed a single point of inte- 
gration for all of its software. The sales, 
support, and billing and accounting staff 
needed to access the information provided 
by not only the regular backend, but also 
third-party systems. The company needed 
modules with integration to external sys- 
tems via Web service APIs so the Broad- 
core staff would not have to access the 
third-party front ends (most of the time) but 
could, instead, always stay within a single 
Web front-end environment. 

"We pride ourselves on delivering supe- 
rior customer service," says Manzoori. "In 



order to deliver this high level of service, 
the information must be at our fingertips. 
Our representatives, all throughout the 
company, have to be able to quickly and 
easily access necessary information in 
order to assist our customers on the spot." 

When looking for a product that would 
solve its problems, Broadcore reviewed and 
researched many other products. "Our tele- 
marketing team qualifies leads as pros- 
pects, [and] our sales team provides quotes 
and, eventually, turns prospects to cus- 
tomers. The service implementation team 



deploys the service, the accounting team 
bills the customer, our support team pro- 
vides ongoing support, and our account 
management team ensures that our cus- 
tomers' future needs are met. We had to 
have a product that would bring all these 
activities under one roof." 

The answer was SugarCRM (www 
.sugarcrm.com). SugarCRM is a commer- 
cial open-source vendor with three product 
offerings: Sugar Community Edition, Sugar 
Professional, and Sugar Enterprise. Sugar 
Community Edition is the company's free 
version. Sugar Professional and Sugar 
Enterprise are the commercial offerings, 
which customers pay for on a per-user, per- 
year basis. 

"In addition. Sugar Professional and 
Sugar Enterprise can be deployed either 
onsite or in an on-demand deployment," 
says Colin Beasty, manager of product 
marketing at SugarCRM. This freedom of 
choice provides companies more flexibility 
regarding how they use the software. 

"Currently on version 5.1, product en- 
hancements feature more reporting and ana- 
lytic capabilities, wireless CRM functionality 
to provide road warriors enhanced access to 
SugarCRM data from their PDAs or 
BlackBerrys, and improved data import and 
module builder enhancements," says Beasty. 

Manzoori says one reason Broadcore 
chose Sugar was because of its open-source 
architecture. "This feature allowed us to 
easily integrate and customize a solution 
around our business needs, plus implement 



even more complex integration with our 
third-party applications and expert sys- 
tems," he says. 

"Another important factor was cost," 
says Manzoori. "Sugar cost us about 65% 
less than the other solutions we thoroughly 
evaluated." 

Broadcore deployed the Sugar Enter- 
prise Edition on July 1. "The deployment 
was painless and on time," says Man- 
zoori. Broadcore uses SugarCRM to gen- 
erate quotes, manage automated service 
implementation workflows, integrate its 
communications feature server to its 
billing system, manage support cases, and 
communicate, as well as to collaborate 



with its customers. "Sugar has enabled us 
to streamline our business process from A 
to Z," Manzoori says. 

Track Customer Interactions 

SugarCRM' s founding idea was to cre- 
ate an easy-to-use CRM program that 
could be developed, distributed, and sold 
on the Internet using the power of the com- 
mercial open-source business model. 
Businesses use SugarCRM in sales to track 
customer interactions, sales performance, 
and reporting. In marketing, a typical 
enterprise will use SugarCRM to assist 
with marketing campaigns across a range 
of channels, such as email and/or phone 
service, while in customer service, Sugar- 
CRM can track customer interactions and 
ensure service resolution. 

Each company's administrators can use 
SugarCRM 's tools to customize their prod- 
ucts without having to access the source 
code, adds Beasty. Tools such as Layout 
Editor, Module Builder, Custom Module, 
and Fields let enterprises customize and 
mold SugarCRM around their business 
processes — to make the application fit the 
business and not vice versa, which is a 
problem that has plagued the CRM industry 
for years. 

In addition, these customization capabili- 
ties allow Sugar to be used as a platform, 
thus leveraging the core functionality of the 
application as a beachhead into other capa- 
bilities outside of CRM, notes Beasty. "A 
perfect example would be leveraging 



SugarCRM as a PRM (partner relationship 
management) solution, which we have sev- 
eral customers doing," he says. Another 
example would be leveraging SugarCRM 
for human resources purposes, which 
means customers can use SugarCRM as a 
human interaction platform. 

According to Beasty, the user interface is 
designed around a module architecture that 
stores and relates data across a series of 
modules. Examples include a Leads mod- 
ule. Opportunities module. Contact module. 
Cases module. Accounts module, and a 
Dashboard module. This translates to a 
simple, drag-and-drop, Ajax-driven user 
interface that's simple and smooth to navi- 
gate. "Poor end-user adoption continues to 
be the largest single reason for failed CRM 
deployments," adds Beasty, "and this 
approach is SugarCRM' s strategy for tack- 
ling that issue." 

Excellent Performance 

Broadcore currently has 45 employees 
using the system on a daily basis, and, 
according to Manzoori, its performance 
has been excellent. In addition, the open- 
source option has been a huge advantage, 
and having all the system activities, includ- 
ing the integration, under one umbrella is a 
major plus. 

The integration is unidirectional most of 
the time, Manzoori adds, which allows 
SugarCRM to read and update Broad- 
core's third-party systems. However, there 
are several cases where it's a bidirectional 
integration, which allows for an event- 
driven update initiated by an external sys- 
tem to the SugarCRM internal data. 
"Without this solution, we would not be 
able to scale and continue to grow," says 
Manzoori. "We have to maintain a distrib- 
uted workforce with a unified presence, 
and, with SugarCRM, we can do that. It's 
a sweet deal." 



SugarCRM Professional 
Edition 

A software suite solution that assists in the 
execution of customer-centric business initia- 
tives in areas such as sales, marketing, cus- 
tomer service, and e-commerce. 

"Without this solution, we would not be able to 
scale and continue to grow," says Dean IVIan- 
zoori, Broadcore senior VP of service delivery 
and technical operations. "We have to main- 
tain a distributed workforce with a unified pres- 
ence, and, with SugarCRIVI, we can do that." 



(408) 454-6900 
www.sugarcrm.com 




SUGARCRM 

COMMERCIAL OPEN SOURCE 
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plusID identity verification tokens 
work with existing door readers 
for an easy upgrade to the height- 
ened security of biometrics. 

(434) 293-4033 

www.Privaris.com 



plusID 



PRIVARIS 



Easily Add Biometric Security To Your Data Center 

Privaris plusID Personal Identity Verification Token 



Data centers require "proof-positive" identity verification to 
properly secure the enterprises' valuable assets. But most 
biometric access control solutions entail the costly and 
complex installation of specialized readers and modifications 
to backend systems. 

The plusID personal identity verification token from Privaris 
offers an easy and cost-effective path to the heightened 
security of biometrics — without ripping and replacing equip- 
ment or installing specialized access control software. plusID 
works with your existing door readers for rapid enterprise 
deployment. Simply issue authorized staff a plusID token 
in place of a standard access card to provide them with a 
secure credential that only they can use. 



plusID outputs a standard card signal only after its rightful 
owner matches their live fingerprint to the print securely 
enrolled and stored on their device. The only installation re- 
quired is the issuance of a new card number in your existing 
PACS (physical access control system). 

Once inside the data center, the multi-function plusID also 
supports logical/IT access for secure logon to PCs and lap- 
tops — no need for backend systems or specialized middle- 
ware. All of the biometric processing happens on the device. 

plusID puts the convenience of biometric processing directly 
in the hands of its user, eliminating the organization's liability 
for maintaining and securing biometric databases. 
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Enterprises 
React Positively 
To Windows 7 Beta 

Based on consumer and enterprise 
responses to the recently released 
Windows 7 Beta, it seems many enterprise 
customers may choose to pass over Vista in 
favor of the upcoming OS from Microsoft. 
According to Darin Stahl, research lead at 
Info-Tech Research Group, "So far, the 
enterprise reaction to Windows 7 has been 
overwhelmingly positive." In particular, 
enterprises tell Info-Tech that they think 
Windows 7 Beta works much faster than 
Windows Vista and even Windows XP. 
Additionally, enterprise users are happy 
with AppLocker, a Windows 7 application 
that helps prevent unauthorized software 
from running on a PC. With it, IT staff can 
reduce malware infections — and the number 
of help desk calls — by forcing systems to 
run only approved, licensed software. 

"The Windows 7 Beta experience has solidi- 
fied many enterprises' plans to skip Visa 
entirely, and many enterprises are now tar- 
geting Windows 7 for the next OS upgrade," 
Stahl says. Info-Tech indicates that less 
than 6% of enterprises have deployed Vista 
in any fashion. 

Enterprise Appeal 

In addition to enhanced functionality, IT 
managers appreciate Windows 7's DISM 
(Deployment Image Servicing and Manage- 
ment) feature, which is a command-line tool 
for Windows 7 and Windows Server 2008 to 
view components of an applied or mounted 
OS image and add or remove packages, 
software updates, and drivers. Windows 7 
also offers a DirectAccess feature that lets 
IT professionals remotely manage and 
update users' PCs without needing third- 
party software. 

According to Stahl, "Windows 7 Beta offers 
enterprise IT groups the opportunity to drop 
and lessen service tickets at their help 
desk, which lowers TOO and excites them 
about Windows 7's functionality in the 
enterprise." 




Microsoft indicates that it will release 
Windows 7 late this year or in early 2010; 
however, because most enterprises tradi- 
tionally wait until the Service Pack 1 release 
for stability purposes, it's likely that enter- 
prises won't adopt Windows 7 until 201 1 . 
Stahl says that overall, "Enterprises seem 
glad that they have an option for not dealing 
with Windows Vista, and it gives IT staff 
time to work out a desktop refresh, as well 
as the training and other OS upgrade 
issues." Microsoft is expected to end the 
availability of Windows 7 Beta on Feb. 10, 
even though demand for downloads of the 
beta has been high. 

by Nathan Lake 



Fixing IT Automation 
Problems 



Make The Most Of Automation Strategies 
By Nipping Problems In The Bud 



by Elizabeth Millard 

Given the amount of tasks, systems, 
policies, and nuances that come with IT 
management, automation can be a boon for 
data centers by integrating systems and 
providing diagnostic checks. But like any 
strategy, automation can also come with 
challenges that need to be addressed. Here 
are some common problems and how to 
tackle them. 

Achieving Correlation 
In Event Management 

Small to midsized enterprises tend to 
focus on the platform or application in 
which they have expertise, 
notes Liam McGlynn, senior 
analyst at Enterprise Man- 
agement Associates. 

"For event management, 
platform myopia is a distinct 
handicap," he says. "The 
main business objective in 
event management is rapid 
remediation." 

During a typical outage, 
he adds, an organization can 
spend between 60 and 80% 
of its time detecting, filter- 
ing, correlating, and assign- 
ing the problem. 

"The quickest return on 
automation efforts is the 
elimination of these particu- 
lar tasks. The challenge in 
achieving the rich rewards 
of event automation lies in 
the ability to identify the 
'upstream' component fail- 
ure," McGlynn says. 

Effective correlation re- 
quires a detailed "discovery" 
of all hardware and software components, 
McGlynn notes, as well as an intelligent 
mapping of cross-dependencies (see the 
"Top Problem: Dependency Mapping" 
sidebar for more information). 

He says, "SMEs have scant incentive to 
promote or support this type of effort, yet 
this effort represents the greatest cost bene- 
fits for event automation." 

Data Integration Complexities 

There are three primary factors for orga- 
nizations when it comes to IT automation, 
notes Christine Ewing, director of product 
marketing for the Endpoint Management 
Group at Symantec (www.symantec.com): 
preparing the environment to support IT 
automation, getting people comfortable 
with the idea of automation, and determin- 
ing how to implement basic processes. 

Standardization can go a long way 
toward doing an inventory and asset dis- 
covery and achieving consistent configu- 
ration management, but what often gets 
overlooked are data integration complexi- 
ties, she believes. 

"Through organic growth, our cus- 
tomers take on [the task of] increasing 
their systems and data repositories and 
don't understand the complication of inte- 
grating these data sources and systems 
later," she says. "The challenge is that 
they now have processes that are so 
inflexible, they no longer support the goal 
of automation, which is to support the 
business." 



Another challenge is overlooking the 
complexity of processes, she adds. Most 
processes include numerous touch points 
such as people, tools, and data sources. She 
notes, "Implementing automation really 
requires three key automation phases: 
process definition, process design, and 
process delivery. Each phase is critical, and 
organizations need to ensure they are able 
to understand and address all three areas 
when tackling IT automation." 

The first step in addressing the problem 
of complexity is to determine what process- 
es will likely result in the best cost reduc- 
tion, and then fund an IT automation 
project based on that answer, Ewing says. 



"This could be as simple as automated 
password resets to reduce help desk calls 
or as complex as company-wide asset 
requests," she says. "In the latter case, 
there are reductions in labor costs, paper- 
work, manual errors, and overall time to 
delivery." 

Automation doesn't have to be adopted 
across the entire IT organization to provide 
tangible ROI, adds Travis Greene, chief 
service management strategist at NetlQ 
(www.netiq.com). Many companies can get 
a quick return on investment by automating 
two or three simple but critical processes, 
he says. 

These might include automating the 
archiving or deletion of files in response 
to full disk space warnings, rebooting 
servers, automatic rollback of unautho- 
rized changes, and rapid response to criti- 
cal application errors. 

"It's limited only by your creativity, with 
the biggest benefits to be obtained by 
automating the most labor-intensive and 
mission-critical tasks," says Greene. 

Coordinating Activities 
To Prevent Conflict 

Most administrators at SMEs have plenty 
of tools to perform automation, such as 
running backups, scheduling jobs or file 
transfers, or responding to simple events, 
Greene notes. 

"All these point automation tools actually 
raise another problem: how to coordinate the 
activities between them to prevent conflict, 



Key Points 



Create processes for detailed discovery 
of all hardware and software, as well as 
intelligent mapping of cross-dependencies. 

Determine which processes will result 
in the best cost reduction and use that 
information in setting IT automation 
project budgets. 

Investigate IT Process Automation to 
reduce administration effort. 




ensure successful execution, and maximize 
use of resources," he says. "This control and 
coordination effort is the challenge most 
overlooked but provides the biggest opportu- 
nity for cost reduction through less wasted 
administration effort." 

Greene notes that analysts 
have been pointing toward 
an umbrella technology 
called ITPA (IT Process 
Automation), which could 
help the move toward better 
control and coordination. 

"The term 'process' is 
probably a four-letter word 
for most data center denizens, 
but as a class of management 
tools, ITPA promises to 
bridge the gaps between the 
desire of management for 
control and visibility and the 
desire of IT to get things 
done," he says. 

ITPA accomplishes this 
balancing act by integrating 
with and controlling the 
tools already in place, in- 
cluding ticketing systems, 
because it uses predefined 
workflow diagrams that are 
built by dragging and drop- 
ping properly ordered activi- 
ties onto a designer. 
Greene notes that this can reduce manual 
documentation burdens and offload repeti- 
tive and mundane tasks. He says, "This 
ultimately provides a budgetary boost by 
allowing talented resources to be reas- 
signed to more productive tasks, accom- 
plishing more business-enhancing projects 
without having to add to staff." 



Top Problem: 
Dependency Mapping 



According to Bob Ouillin, EMC's senior direc- 
tor of product marketing for resource manage- 
ment (www.emc.com), the two fundamental 
areas overlooked by SMEs when it comes to 
automation are dependency mapping and IT 
service management. 

"You can't manage what you don't know, and 
with rapid advances in virtualization, automa- 
tion projects often fail without a clear under- 
standing of discovery and application depen- 
dencies," he says. "Automated application 
dependency mapping solutions are the key to 
guiding these solutions to success." 

He adds that automation projects also strug- 
gle without improvements in change and con- 
figuration management processes and that 
newer service management tools and service 
desks can provide surprisingly affordable 
ways to deploy automation. 
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Resolving Disaster 
Recovery Problems 



Continued from Page 1 

A Culture 

That Misunderstands Funding 

Too many organizations view the DRP 
as a drag on the bottom line. In doing so, 
they fail to understand the DRP's critical 
contributions to ongoing operations. Jim 
Grogan, vice president of consulting prod- 
uct development at SunGard Availability 
Services (www.availability.sungard.com), 
says IT is instrumental in helping the rest 
of the business understand the connection 
between the DRP and business continuity 
management. 

"Customers relate to us that they are 
continually challenged to support the 
funding of continuity programs," says 



Grogan. "Missed in this search for the 
continuity ROI is the fact that business 
dependency on information has fueled the 
growth of companies." 

He adds, "Operational efficiencies from 
just-in-time supply chains help organizations 
reduce operating costs significantly. A por- 
tion of the cost saving can fund the increased 
costs associated with failover solutions." 

Invisibility Of The Business 

Although IT has honed its ability to 
restore service after an outage, Kelly 
Lipp, chief technical officer and vice 
president of manufacturing for STOR- 
Server (www.storserver.com), says it 
could do a better job understanding the 
outage's impact on business operations 



Top Problem: 

Insufficient Or Unrealistic Testing 



Organizations often fail to allocate sufficient 
resources to real-world scenario testing. Jeff 
Godlewski, field solution engineer manager and 
technology specialist at CDW (www.cdw.com), 
says unrealistic scenario testing can drive major 
exposure to the business. 

"Let's face it: When most organizations test 
their DR plan, they do it under perfect circum- 
stances," says Godlewski. "Oftentimes, it is 
planned in advance and there is an 'all hands 
on deck' approach. While this type of testing 
can validate process flow and hardware func- 



tionality, it does not bode well for a true disas- 
ter. What if a key person in a DR plan is away 
on vacation? What if resources cannot physical- 
ly get to a DR site?" 

Godlewski recommends that data center man- 
agers use worst-case assumptions to devise a 
realistic list of potential scenarios that could 
take down the data center, assess and prioritize 
the scenarios' relative impact on business conti- 
nuity, and make a healthy investment in actually 
running these test scenarios end-to-end under 
less-than-ideal circumstances. 



and using that understanding to guide its 
response. 

"Most of us are pretty good at fixing the 
problem, especially if we have enough 
time and even if we've never done it 
before," says Lipp. "Where we often fail is 
quickly deploying resources and processes 
to continue the business while we're solv- 
ing the problem." 

He advises IT to work closely with busi- 
ness leaders to list potential disaster scenar- 
ios, prioritize them, and develop a compre- 
hensive response plan that includes specific 
steps designed to maintain operations dur- 
ing restoration activities. 

Lipp says organizations must under- 
stand that disasters can take on many 
forms — not just massive events seen in 
movies. Less apocalyptic disasters may 
include failures of mission-critical appli- 
cation servers, network outages, network 
intrusions, other infrastructure failures, 
and employee tampering. Lipp says close 
IT/business partnerships can drive more 
refined response plans. 

"The solution is to realistically consider 
what disasters we are likely to face, cate- 
gorize these based on their likelihood, and 
develop a comprehensive plan to restore 
the failure along with a plan to continue 
to do the business while we are restor- 
ing," he adds. 

Misplaced Involvement 
Of Organizational Resources 

George Wu, director of software business 
for the IT Platform Group at NEC (www 
.nec.com), says business continuity and DR 
must be fully supported throughout the 
organization, not just by IT. 

"It is and should be a C-level agenda 
item," says Wu. "Companies that ap- 
proach BC/DR from a C-level make it an 
ongoing project that starts with assessment, 
moves to planning, and then implements 



Considering A Rental? 



Continued from Page 1 
colocated center to a hotel. "We'll give you 
the facilities and the security, and you do 
what you want with your space," he says. 

The colocation provider offers band- 
width, power, cooling, security, and access, 
says Avi Deitcher, chief executive officer 
at operations consulting company Atomic 
(www.atomicinc.com). "You don't have to 
worry about redundant power supplies. 
They take care of that. You don't have to 
worry, is my building set to handle an 
earthquake? Theirs is," Deitcher says. 
"They usually have a video camera there, 
recording for security purposes." Some 
colocation companies will provide addi- 
tional services such as replacing or replay- 
ing disks on request. 

Of course, any colocation company pass- 
es on its costs. When shopping, consider a 
provider located in an area of the country 
that features low power and bandwidth 
costs, which vary dramatically by location, 
Deitcher says. In tracking the industry, 
Deitcher has seen power costs for colocat- 
ed facilities run as high as $30 per amp per 
month and as low as $10 per amp. Costs 
for full server cabinets at colocated facili- 
ties run the gamut from $800 per cabinet 
per month to about $2,000 per month. 
Costs here depend on the space used, he 
points out. 

Companies that choose the colocation 
option must still manage their operating 
systems and perform upkeep from afar. 
What you get from colocation is enter- 
prise-class service and infrastructure with- 
out having to build it yourself, Deitcher 
says. "For a small company to provide that 
type of infrastructure for itself would be an 
enormous fixed cost when, for a few hun- 
dred a month, they could get all of that 
with colocation," he says. "Expertise is 
an issue, too. A small company probably 



knows about networks and server installa- 
tion, but do they really know about fire 
suppression and power management? 
Probably not." 

The downside with colocation is compa- 
nies can pay a premium for services they 
may not need. If they don't have particu- 
larly sensitive data, running it on the highly 
secure and redundant servers offered at 
colocated sites might be more expensive 
than necessary, Deitcher says. 

Add In Oversight 

A managed data center offering — as 
compared to its colocation counterpart — 
includes, as the name implies, management 
functions. For a monthly fee, a managed 
service company takes care of maintenance 
and upkeep on an enterprise's hardware, 
stored at the managed service provider's 
site. It often manages the company's oper- 
ating system stored on the servers, and it 
sometimes manages other applications, as 
well, Deitcher says. 

Cost savings can be significant here. In 
addition to reducing the number of IT staff 
an enterprise needs, Deitcher offers another 
benefit to keep in mind: Hardware costs 
don't appear on the enterprise's financial 
books as a capital expenditure. "You could 
pay $10,000 for a server when you buy it. 
With managed hosting, it's hardware dedi- 
cated to you, but you're leasing it," he says. 

IT managers looking to determine wheth- 
er colocation or managed service is the 
right solution for their enterprise should 
first consider their company's risk toler- 
ance when it comes to outsourcing data 
center functions. Rath says. To deter- 
mine risk tolerance. Rath advocates a sim- 
ple grid that features risk on one axis and 
responsibility on the other. The columns 
can be titled servers, processes, and other 
factors offered by colocation or a managed 



provider. Determining the amount of risk 
vs. responsibility a company can handle for 
each factor helps managers determine 
where their company falls on the grid, he 
says. A low risk tolerance means the com- 
pany should consider keeping data center 
functions onsite where they can be rigor- 
ously overseen. Rath says. 

How Firm Is The Footing? 

Charles Weaver, president of the MSP- 
Alliance, the International Associates of 
Managed Service Providers (www.mspal 
liance.com), reminds IT managers to ask 
potential providers one very important but 
often-overlooked question. "Ask a provider 
about its overall financial health," Weaver 
says. "What good is giving your gear over 
to a company two steps away from bank- 
ruptcy or running at low client capacity?" 

He also reminds managers to ask the 
usual questions so they can be assured the 
provider offers the basic foundations of a 
well-run data center. Determine, for exam- 
ple, how it backs up data and how far away 
a second, redundant center is located. A 
company with a backup facility within 30 
miles isn't a safe bet. Weaver says. "Take 
the case of Hurricane Katrina. When power 
was out in New Orleans, it was out all over 
New Orleans, so even sites half an hour 
away from each other would have been 
taken down," he says. 



Managed vs. Colocated 



Colocation providers offer their facility, power, 
and security systems. Think of it like a hotel 
room. These providers give you a secure 
space to house your systems. The colocation 
provider offers bandwidth, power, cooling, 
security, and access. You'll have to bring 
backup servers and applications that fail at 
your colocated site; consider a site near your 
IT staff. 
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a phased rollout addressing the most criti- 
cal needs first." 

Wu advises data center managers to 
work closely with the rest of the organiza- 
tion on business impact assessment. 

"First look at all of the areas within the 
data center where there is the possibility of 
disruption to determine where downtime, 

"Where we often 
fail is quickly 
deploying resources 

and processes to 
continue the 
business while 
we're solving 
the problem." 

- STORServer's Kelly Lipp 

J 

data loss, or lack of access might have the 
highest business impact," he says. 

IT should also extend its focus outside 
the organization. "Start a dialogue with 
external stakeholders," says David Guerra, 
an IT consultant with extensive experience 
supporting clients during and following 
major disasters such as hurricanes (www 
.daveguerra.com). "Get involved with 
their disaster recovery plan, almost to the 
point that your organization and the orga- 
nization of the external stakeholders will 
create an overlap in plans." 

Guerra says missing this step can result 
in serious delays in implementing the 
DRP — or worse, in recovery efforts. 



Bottom line, the type of service you'll 
need — and whether you need it or not — 
largely depends on the types of services 
you plan to outsource, Deitcher says. 
"Look at what you're processing now, for 
whom, and with what frequency," he says. 
"If your server isn't hugely used, it may not 
make sense to take the data center outside 
the business." 

IT managers also need to look at the type 
of servers and applications they're running. 
They should also assess internal IT skills, 
their own facilities, and expected growth, 
he says. A Web-based company, for in- 
stance, will call upon many more IT 
resources than will an accounting firm. So 
it looks like a natural for a colocated or 
managed data center. But the Web compa- 
ny may have a large, well-trained IT staff 
with the know-how to do things in-house, 
Deitcher adds. 

For Your Consideration 

When deciding whether to outsource data 
center functions, consider your company's 
projected growth, IT staff expertise, the 
servers and applications it runs, and its tol- 
erance for risk. "What to choose is a com- 
plex question, and it really depends so 
much on a company's individual needs," 
Deitcher says. "You should consider all 
those factors together to find a plan that 
makes sense for you." Hi 



IVIanaged sen/ice providers perform mainte- 
nance, upkeep, and oversight on the systems 
you've leased from them. They also provide the 
space. These providers can manage your com- 
pany's operating system stored on the servers; it 
sometimes manages other applications, as well. 
They'll help bring up systems and applications 
that experience problems. The outsourcer's staff 
can help troubleshoot long-distance. 
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Server Troubles Don't Need To Bring 
Your Data Center Operations To A Halt 



by Christian Perry 

As THE BEATING HEARTS of data Centers, 
servers naturally assume critical roles in 
any IT environment. As today's servers are 
increasingly hyped as do-it-all marvels by 
their manufacturers, IT personnel are 
tempted to pile on data and duties at 
astounding rates, but because even top-of- 
the-line models can falter in the face of 
such workloads, server problems continue 
to plague data centers. 

Untamed Change 

Within data center environments of any 
size, change control is a must to avoid 
problems that can occur across various 
departments and technologies. However, 
when servers undergo changes on the front 
line and those changes aren't documented, 
even more trouble is bound to occur. 

"The negative impact often manifests 
when software is upgraded and exposed to 
configurations that did not exist within the 
test environment or [that] arise when an 
environment must be rebuilt from the 
ground up and the 'last known good' con- 
figuration cannot be re-created," explains 
Steve Merkel, director of solution engineer- 
ing for Managed Data Holdings (www. man 
ageddataholdings.com). 

Although there are tools that can help 
enforce change control, Merkel says that 
ultimately, adoption and enforcement of an 
internal change management policy is the 
only true cure. "The policy must have buy- 
in from senior management and must be 
consistently followed," he adds. "While 
this policy seems to introduce significant 
overhead on the surface, it is possible to 
implement a change management practice 
that suits the size of the organization, 
allowing it to remain agile." 

Scary Scaling 

Data growth is an inevitable side effect 
of a healthy business, but that burgeoning 
data load can put extreme stress on data 
centers — even those using SMP servers 
with a SAN array and plenty of bandwidth 
between them. However, Dataupia CTO 
John O'Brien (www.dataupia.com) notes 
that when data scales to a certain point, 
increasing database server size won't tackle 
the real issue, which is insufficient I/O. 

"An SMP architecture has scalability 
limits, because at the end of the day, your 



server just has X number of ports out of 
the back plane," he says. "This is always 
going to be a bottleneck. The best ap- 
proach for breaking through the SMP 
stack's scalability barrier is to move to an 
MPP [massively parallel processing] 
architecture. MPP delivers three things 
differently. One, it parallelizes operations 
across nodes to increase throughput. Two, 
it keeps CPU and I/O in proportion to the 
amount of data on disk. Three, it main- 
tains disk space and processing in close 
physical proximity to minimize data 
transport." 

Fighting Complexity 

Jeff Hartley, vice president of product 
operations for Terracotta (www. terracotta 
tech.com), explains that many data centers 
struggle with providing reliability and scal- 
ability for server applications while not 
only keeping the applications as simple as 
possible, but also keeping them focused on 
solving problems in the business domain. 
In some cases, he says, using a message 



Key Points 



Changes to servers should be strictly doc- 
umented to prevent future configuration 
problems. 

An eye toward redundancy and network 
interface cards can help avoid problems 
with virtualized servers. 

Servers should reside in actual data centers, 
not in general IT rooms, which often don't 
include stringent environmental controls. 




queue makes sense, while in other cases, a 
database is the best approach. In still other 
cases, data centers might discover that 
finding a way to do distributed caching or 
user replication — all in memory — is the 
best solution. But there remains a need to 
be focused. 



Top Problem: 

Battling The Virtual Bottleneck 



For all of the benefits delivered by virtualiza- 
tion, data centers also must grapple with pitfalls 
caused by these technologies. According to 
James Burton, senior network administrator for 
FASTSIGNS International (www.fastsigns.com), 
the norm for data centers in the recent past 
was a direct, one-to-one mapping of a physical 
server to an application — for example, one 
physical box running Exchange Server and 
another running directory services. But today's 
multicore processors, advances in hypervisor 
technologies, and other developments have 
helped to propel virtualization to unprecedented 
deployment levels. In turn, data centers can 
now have physical servers that run more than 
10 virtual servers, in turn creating serious bot- 
tleneck problems. 

"When we look at system resources, we tend to 
think about the big three: processing, memory, 



and I/O. Typically, a physical server may have 
several CPUs and many gigabytes of RAIVi, 
but it tends to have a limited number of net- 
work adapters. When there are multiple virtual 
servers serviced by a single adapter, network 
bottlenecks may appear," Burton says. 

Because quad-core processors can provide even 
modest servers with 1 6 cores, and because 
servers can warehouse massive amounts of 
RAIVI, Burton says that the bottleneck problem 
can be attributed primarily to the network inter- 
face card. As such, he recommends that when 
buying a physical server for virtualization, pur- 
chasers should ensure that multiple adapters 
with a TCP/IP offload engine are included, as 
well as a SCSI offload engine, if available. This 
will help the hypen/isor pass traffic through multi- 
ple connections and offload TCP and PCI traffic 
from the system to the adapter. 



"The key is to avoid the problem of 'to a 
hammer, everything looks like a nail,' and 
distinguish among types of data, prob- 
lems, and their solutions. Consider the 
type of data your application creates, both 
for the business and for its own consump- 
tion, and determine which type of infra- 
structure is appropriate for each type of 
data," Hartley advises. 

Virtual Worlds Come Tumbling Down 

Creating redundancy and availability for 
physical servers in case of power outages or 
other emergencies is standard protocol for 
today's data centers. But the problems 
inherent with a lack of 
redundancy for physi- 
cal servers can easily 
multiply when virtual 
servers are in place, 
warns James Burton, 
senior network ad- 
ministrator for FAST- 
SIGNS International 
(www.fastsigns.com), 
because a single phys- 
ical server crash could 
bring down multiple 
virtual servers. 

"Make sure the 
hypervisor resides on 
a local RAID set us- 
ing dependable drive 
technology," Burton 
says. "Ensure every 
physical server has 
multiple NICs and 
storage adapters. Dual 
hot-swappable com- 
ponents like power 
are recommended. After making sure your 
physical servers are highly available and 
redundant, scaled-out virtual servers and 
clustered virtual servers can provide extra 
layers of availability. Consider upgrading 
your infrastructure technology to a blade 
system if cost permits." 

Not-So-Good Vibrations 

Managed Data Holdings' Merkel relates 
the story of an environment located in a 
typical office IT room that had a pair of 
vending machines pushed up against an 
exterior wall. Inside this room was a lad- 
der rack connected to the same exterior 
wall, as well as other server racks located 
elsewhere in the room. According to 
Merkel, the primary storage array was 
mounted at the top of the rack closest to 
the exterior wall, and the company was 
experiencing a high drive failure rate in 
its storage array, which led to the loss of 
critical data. 

"They discovered that the vibration from 
the vending machine compressors was 
going through the wall, across the ladder 
rack, and into the storage array," Merkel 
says. "The moral of the story is this: 
Critical infrastructure should be housed in 
a purpose-built data center. Data centers 
provide security, power redundancy, envi- 
ronmental redundancy, and network redun- 
dancy that typically do not exist in office 
building data rooms." 



Satyam's Undoing 
& Its Effect On The 
Outsourcing Industry 

More and more details regarding Satyam 
Computer Services' financial dealings are 
coming to light after Satyam founder and 
CEO Ramalinga Raju revealed that the com- 
pany's profits had been falsified for years 
and that $1 billion of cash on the books did 
not actually exist. A probe launched in India 
to investigate the scandal has found that 
Raju had established a network of 300 com- 
panies used to divert funds from Satyam, 
which has lost nearly 90% of its value, and 
the probe is looking into connections 
between the company and two IVIaytas- 
branded companies, in which the Raju fami- 
ly holds share. 

Following his resignation, Raju is now in jail, 
and the company is operating under gov- 
ernment administration. Furthermore, U.S. 
companies that had once used Satyam's 
outsourcing services in India have been cut- 
ting ties. 

What It lUleans For The Industry 

Samad Masood, a senior analyst for Ovum 
and the author of "Indian Vendors Resilient 
in Eye of the Storm," a brief report about 
Satyam's impact on the Indian outsourcing 
industry, is optimistic about the effects 
Satyam will have in regards to the outsourc- 
ing industry as a whole. Although the Indian 
outsourcing industry took a blow when the 
Satyam scandal was revealed, the 
companies are now being forced into 
transparency. 

"It is making Indian vendors more proactive 
in being transparent about governance, 
opening up the chance to poach Satyam 
business, and also providing the opportunity 
to acquire Satyam and therefore boost 
scale," says Masood. 

Masood also says that in the short term, the 
Satyam scandal will turn up the pressure on 
Indian vendors to prove their financial 
strength and IT services' competence. In 
the long run, many will see the Satyam 
scandal as a forward movement in the mat- 
uration of the Indian IT industry. However, 
Masood says companies in the United 
States will still need to be more diligent 
when dealing with Indian vendors and must 
hold them accountable. 

"This increased dialogue could in many cases 
improve relationships between U.S. compa- 
nies and Indian vendors," Masood says. 
"However, the Satyam scandal could add to 
the weight of political pressure against off- 
shoring in the U.S." 




Satyam 

what Business Demands. 



In the meantime, the Indian government is 
holding all former top executives, board 
members, and auditors of Satyam account- 
able for their failure to disclose Raju's wrong- 
doings, and the Indian government is trying to 
keep these individuals from fleeing the coun- 
try to avoid prosecution. 

by Tessa Warner Breneman 
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Network Latency & Expanding Data 
Can Throw Your Data Center For A Loop 



by Chris A. MacKinnon 

As DATA GROWS IN THE ENTERPRISE and 

applications demand more network re- 
sources, the need to manage capacity issues 
becomes more prevalent. When the net- 
work slows down or storage capacity 
begins to reach its limit, it's always good to 
have tactics on hand to help you manage 
these types of problems. Here are some of 
the more common issues that IT and data 
center managers face when it comes to 
capacity management. 

Underestimating 
Networl( Latency's Impact 

According to Rhoan Morgan, marketing 
communications manager at Shunra Soft- 
ware (www.shunra.com), the solution to 
this problem is to build a data center test 
environment. He says a typical bed would 
include a network emulator that introduces 
network conditions, a load tool or 
scripts to generate application traf- 
fic from virtual users, and servers 
under test (production or quality 
assurance and development). 

Morgan says network latency is 
just one aspect of the network 
impact on application performance, 
but the network introduces addi- 
tional constraints. The answer, he 
says, lies in performing careful 
capacity planning. "Bandwidth 
constraints can limit the number of 
users that can access the system 
over the network. Once a server is 
relocated, for example, it's ac- 
cessed over a WAN connection, 
which can run as slow as a few 
hundred kilobits per second, where 
a typical connection will have 
1.5Mbps on average," he says. 
"The pipe into the data center is 
now carrying more traffic, and 
users accessing applications over a 
WAN have longer sessions due to WAN 
latency. This can dramatically reduce the 
number of concurrent users that can access 
the system from each remote site." 

Patrick Ancipink, director of product 
marketing for NetQoS (www.netqos.com), 
says when it comes to capacity planning, 
you shouldn't solely rely on utilization 
data. "Effective capacity planning requires 
more than utilization data," he says. "High 
utilization is only a problem if it actually 
impacts application performance." 

He continues, "IT groups need to under- 
stand the complex relationships between 
resource consumption and application perfor- 
mance, as well as where in the infrastructure 



bottlenecks are most likely to occur. 
Response time measurements, not utilization, 
should be the foundation for effective net- 
work performance monitoring. Understand- 
ing latency across the network and where 
slowdowns occur is key." 

Understanding Application Performance 
Prior To A Move 

Morgan says the solution here is to assess 
dependencies and prepare and execute an 
initial move plan. "When you identify the 
applications that are well-performing, you 
can strategize which applications can move 
in the first phase, which also buys you time 
to deal with the applications that perform 
poorly while they are being fine-tuned and 
optimized," he says. "From experience with 
these types of projects, we have found that 
on average, 60 to 70% of all applications [to 
be moved] perform at the specified service 
level objectives, whereas 30 to 40% do not." 




Before you move any applications, 
Morgan says you must first analyze the 
dependencies that exist between your 
servers. He says it's important to identify 
the applications that will be moved and 
which of these are mission-critical. He 
notes, "It is easier to stop a simulated relo- 
cation than to roll back an application serv- 
er once it is realized that the distance 
crushed the system's performance." 

Server Inefficiencies 
& Storage Bottlenecks 

Steve Visconti, president and CEO at 
Atrato (www.atrato.com), says server uti- 
lization issues stem from the ineffective use 



Top Problem: 

Managing Physical Capacity 



Steve Visconti, president and CEO of Atrato 
(www.atrato.com), says the data center foot- 
print can create unnecessary costs to the busi- 
ness and the environment. "Today, data cen- 
ters across the globe can't get more power to 
their sites, and by 2009, 70% of data centers 
will need to move or renovate due to energy 
issues," he says. "Gartner predicts that over 
the next two to three years, legacy data cen- 
ters won't have sufficient power and cooling 



requirements, forcing them to relocate to sites 
that meet elevated power requirements." 

Planning your center's physical capacity, then, 
is just as important as managing storage capac- 
ity. Ensure that you have effective and energy- 
efficient cooling, ventilation, and space to store 
and maintain all of your necessary equipment, 
whether you're planning a new center or updat- 
ing your current one. 



Key Points 



Effective capacity planning requires an 
understanding of complex relationships 
between resource consumption and 
application performance and where bottle- 
necks are most likely to occur. 

Good capacity planning means distinguish- 
ing between legitimate and nonsanctioned 
increases in resource consumption. 

Data centers must carefully plan for in- 
creased data stores and the network impact 
of keeping the data readily available. 



of servers and clusters. "This challenge has 
been a major issue for data centers and has 
been successfully addressed through the 
use of server virtualization," he says. 

However, he continues, "Server virtual- 
ization solutions have improved efficiency 
for servers but have not solved the storage 
access issue. Better utilization of servers 
has led to bottlenecks at the storage level. 
As customers require accessibility to ran- 
dom data — not available through cache — 
servers are required to wait on the 
data to be retrieved from storage. 
The only way to eliminate this 
random-access bottleneck is 
to add additional spindles." Vis- 
conti recommends using a cache- 
less storage solution that frees up 
I/O bottlenecks between storage 
and servers. 

Ever-Expanding Data Sets 

According to Visconti, many 
companies are faced with an ever- 
expanding set of data and the abili- 
ty to make it readily available to 
users at all times. "With traditional 
storage systems, IT professionals 
are forced to add additional racks 
to their primary storage in order to 
reach the needed performance 
requirements," he says. "However, 
adding additional storage capacity 
provides only negligible increases 
in accessibility. Data centers often 
find themselves with excess capacity and 
underutilized storage infrastructure." 

Visconti says one answer to this problem 
is a highly parallel disk design that delivers 
immediate response to application perfor- 
mance requirements. 

With ever-growing sets of data comes the 
need to understand traffic composition. 
NetQoS' Ancipink says that to be prepared 
for accurate capacity planning, it is impor- 
tant to distinguish between increases in 
resource consumption due to legitimate 
growth and those caused by nonsanctioned 
applications, such as music and video 
downloads for personal use, unscheduled 
backups during business hours, and rogue 
applications such as worms. 

"Organizations need to know how 
resources are being used, by which users 
and applications, and when. They must also 
know the composition of traffic on each 
network segment and how the mix changes 
during daily, weekly, and monthly business 
cycles," Ancipink says. "Without deep 
knowledge of the traffic flowing over the 
network, IT organizations may provision 
additional resources to address perfor- 
mance problems and see little or no result- 
ing improvement." He says with this 
knowledge, not only can unnecessary 
upgrades be avoided, but underutilized 
resources that can be reduced or reallocated 
can be readily identified. 



' Papermaster Can Work For Apple 

After about a six-month wait, former 26-year 
IBM veteran Mark Papermaster has been 
cleared to take a senior position with Apple to 
reportedly run its iPod and iPhone engineering 
division. In a settlement that came about a 
month before Papermaster, former IBM vice 
president of blade development, and IBM were 
scheduled to head to court, the parties report- 
edly agreed that Papermaster must swear in 
both July and October that he has not nor 
intends to disclose confidential IBM information 
or face a perjury penalty. In October 2008, IBM 
sued Apple to prevent Papermaster from join- 
ing Apple, which a federal court judge eventu- 
ally upheld. IBM cited a noncompetition clause 
that Papermaster signed in 2006 to prevent 
him from working for Apple or other rivals for a 
year after leaving IBM. Papermaster counter- 
sued in November 2008, citing the agreement 
was unenforceable as IBM and Apple are not 
competitors. Papermaster plans to join Apple in 
April, reportedly filling the position Tony Fadell, 
Apple senior vice president, once helmed. 

AMD Posts $1.4BLoss 

The fourth quarter results from AMD continue 
the chip company's streak of bad financial 
news. Revenue from continuing operations 
dropped 35% from the third quarter and 33% 
year-over-year to $1 .162 billion. Overall, the 
company's loss for the quarter was $1 .414 bil- 
lion, or about $2.32 a share. Its operating loss 
was $1,274 billion. Processor revenue 
declined 37% from 03; graphics revenue fell 
by 30%. As for the coming quarter, disruptions 
in the supply chain and the generally gloomy 
economic outlook are keeping AMD from 
being optimistic: The company expects first 
quarter revenue to be even worse than Q4's. 

Tl Reports Profit, Job Reductions 

Texas Instruments managed to eke out a $51 
million profit in the fourth quarter of last year, 
or eight cents a share, in spite of $254 million 
in restructuring charges, equivalent to about 
13 cents per share. The Dallas, Texas, semi- 
conductor company is shedding 1 ,600 jobs 
via normal attrition and voluntary retirements, 
plus another 1 ,800 in layoffs, in order to 
weather the recent drop in market demand. 
The 93% freefall in profits from 03 — down 
95% from 04 2007 — is based on revenue of 
$2,491 billion, which is itself a 26% quarterly 
and 30% year-over-year drop. 

Citrix Cuts 1 0% Of Workforce 



K 



Citrix Systems announced it will cut its work- 
force by 10%. Citrix CEO Mark 
Templeton says the economy 
will remain difficult for a 
while, making the cuts a neces- 
sary step, but that the downturn could have a 
positive impact on Citrix as more enterprises 
look toward virtualization and cloud comput- 
ing, Citrix's strong suits. The job cuts will be 
made across all levels of the company, but it's 
not known exactly how many employees will 
be laid off. The cuts will save the company 
about $50 million a year. Citrix reported a net 
income of $60.1 million during the fourth quar- 
ter, a decrease of 4.2% from a year ago. 

IBM Reportedly Lays Off Some Staff 

Although it has not made any official 
announcement, numerous online reports indi- 
cate that IBM has been quietly laying off 
some of its North American staff. IBM's direc- 
tor of corporate media relations verified that 
many employees were told that they would 
be losing their jobs, though IBM would not 
confirm how many. Some sources say that 
2,800 jobs have already been cut in the 
Software Group and Sales and Distribution 
departments, and more are to be expected. 
Comments on the Alliance® IBM Web site, 
an organization attempting to rally IBM work- 
ers into a union, indicate that layoffs have 
also been made in Toronto facilities. 
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Ensuring Uptime 

XRoads Networks' ZeroOutages Service Provides 
Redundant Bandwidth At A Low Cost 



by Drew Robb 

The Internet has become more important 
than ever to SMEs. At the very least, you 
have to have a Web site and email. But for 
most companies, functions such as online 
ordering, requests for quotes, and spare parts 
databases are now online. If any downtime 
occurs, most SMEs suffer badly. Not only 
do they lose money, but long-term cus- 
tomers might even defect to the competition. 

Mitigating Networl( Downtime 

In most cases, the options for preventing 
downtime are to move to a larger pipe or to 
add a second provider. "If you go for a fat- 
ter pipe, you add additional monthly 
expense, and it can take about six weeks to 
be installed," says Dan Baldwin, founder 
and owner of the Telecom Association 
(www.telecomassociation.com), a member- 
ship organization for companies that sell 
and consult voice and IP services to SMEs. 
"But you still are left without redundancy." 




PRODUCT OF THE WEEK 



XRoads Networks 
ZeroOutages 

Description: ZeroOutages enables SMEs to 
quickly and painlessly increase their overall 
connectivity speeds and increase Web-based 
application performance by adding a second 
Internet connection at a low cost. 

Interesting Fact: Even with the reliability of a 
T1 connection (99.9%), the average down- 
time is still more than 15 hours per year. 
ZeroOutages can shift downtime to zero, 
even for those without a T1 line. 



(949) 477-6100 
www.zerooutages.com 



If, on the other hand, you attempt to 
sandwich two lines through one router, it 
becomes messy and unwieldy, according 
to Baldwin. 

To help combat these network problems, 
XRoads Networks (www.xroadsnetworks 
.com) released its ZeroOutages service, 
which is designed to help companies rapid- 
ly leverage multiple broadband connections 
in order to guarantee uptime, faster connec- 
tion times, and greater productivity. 

"ZO [ZeroOutages] gives multiple things 
at a low price that you can't get anywhere 
else," says Baldwin. "As well as more band- 
width, you gain an additional broadband 
connection and 24/7 remote management." 

Baldwin says that, as far as he knows, 
no one else is doing this. While the extra 
bandwidth and redundancy may catch the 
attention, Baldwin feels that it is Zero- 
Outages' management functions that will 
be particularly appealing to SMEs. With 
the likelihood these days that smaller 
companies will scale back IT operations, 
having your systems remotely monitored 
24/7 is an important aspect of Zero- 
Outages' appeal. 

A Fresh Solution 

ZeroOutages got its start a year ago, 
operating as a division of XRoads Net- 
works. XRoads has been in business since 
2001, developing network optimization 
appliances utilizing unified bandwidth 
management technology. 

"ZeroOutages was launched to provide a 
managed service offering around our popu- 
lar EdgeXOS platform, but with some 
added advantages such as real-time NOC 
(network operations center) support," says 
Daren French, vice president of business 
development at XRoads. 

ZeroOutages provides low latency for 
such business-critical applications as 
real-time SaaS offerings, customer rela- 
tionship management, VoIP, and online 
backup. According to French, it can also 
make sense to implement for general 
applications such as email. He says that 
ZeroOutages not only improves the per- 
formance of these applications but makes 
them more reliable by providing a built-in 
failover link in the event that the primary 
link fails. 

By enabling the network to use multiple 
Internet service providers, ZeroOutages 



makes it possible for the end user to set 
which ISP runs which applications and 
Web sites. In the event that the primary 
connection fails, all the hosted applications 
are then transferred to the secondary con- 
nection while repairs are carried out on the 
original line. This is where the name 
ZeroOutages comes from, as French says it 
isn't very often that two ISPs will be found 
to be down at the same time. 

"ZeroOutages provides a turnkey method 
for adding Internet redundancy to any net- 
work without the need for complex net- 
working configurations," says French. "As 
it is managed, there is no additional support 
overhead by adding this capability." 

The complex networking configura- 
tions French speaks of are protocols such 
as BGP (Border Gateway Protocol), EGP 
(Exterior Gateway Protocol), IGP (In- 
terior Gateway Protocol), and OSPF 
(Open Shortest Path First), all of which 
may be difficult to implement for SMEs 
without much training in networking. 
BGP, for example, is used widely by 
Internet-based applications and deals with 
how routing information is exchanged in 
a network. 

"Initially the only way to achieve redun- 
dancy was through complex protocols like 
BGP," says French. "But over the past five 
years, the multi-WAN space has heated 
up, and many new companies are looking 
to products and services like ours in order 
to provide a simpler and more cost-effec- 
tive means for obtaining secondary Inter- 
net links." 

In addition to a secondary Internet con- 
nection and automatic failover, Zero- 
Outages also provides load balancing capa- 
bilities, wherein the secondary line can be 
used to eliminate bottlenecks, siphon off 



heavy traffic from the primary line, or oth- 
erwise optimize bandwidth usage across 
both links. Alternatively, a key application 
can always be fed across one link with 
other traffic using the second line. 

ZeroOutages, Zero Downtime 

On the surface, an SME might believe 
that its current one-pipe arrangement with 
its 99%-plus uptime guarantee is enough. 
But this often works out to be 10, 20, or 
more hours of downtime per year. Few 
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- Faster Downloads 

companies can afford to be down that long 
anymore due to the potential losses. 

"The Internet is becoming a must-have, 
always-on business tool, and our service 
makes sure that SMEs stay up and running 
even in the event of a network outage or 
link failure," says French. 

This complete service in a box is trans- 
parently inserted onto the network. The 
customer plugs it in with no need to make 



network changes. Additionally, XRoads 
plans to add new features to ZeroOutages 
this year in order to broaden the capability 
of this service. 

"ZO will be deploying add-on modules 
this year for network reporting and traffic 
shaping," says French. "This will add 
increased visibility into the types of 
Internet traffic being used and who is using 
it. This offers a method to control who has 
access to the available bandwidth and 
which applications have what priority." 



ZeroOutages provides low latency for such 
business-critical applications as real-time 
SaaS offerings, customer relationship 
management, VoIP, and online backup, as well 
as for general applications such as email. 
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Do you have a new product 
that data center/IT managers would 
be interested in learning about? 

Send your press release or related product 
information to press@processor.com. 
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■ AMD 45nm Quad-Core AMD 
Opteron HE CPUs 

AMD released five new low-power 45nm 
quad-core AMD Opteron HE CPUs in 
speeds ranging from 2.1 to 2.3GHz and 
with a 55-watt ACP. AMD says the CPUs 
meet low-power, cost-saving data center 
technology needs. The CPUs are available 
in eight server systems from HP. Beyond 
the power-saving features, AMD says the 
processors will provide increased virtual- 
ization performance. AMD also says 
Rackable Systems has quad-core AMD 
Opteron HE-based servers available, and 
further systems from Dell, Sun, and other 
manufacturers are expected for Ql release. 
Server platforms using the new CPUs can 
expect up to 20% lower idle power vs. sim- 
ilarly configured competing systems, AMD 
says. The company also has two new 
2.8GHz 105-watt ACP 45nm quad-core 
AMD Opteron SE processors at 2.8GHz 
speeds available. 

■ CA ERwin Data Modeling Suite 

CA introduced its ERwin Data Mod- 
eling Suite, which is an integrated data 
profiling, modeling, and reporting offer- 
ing ideally suited to database and data 



warehouse applications. The CA ERwin 
Data Modeling Suite features the CA 
ERwin Data Profiler; interoperability with 
BusinessObjects Crystal Reports; ODBC 
reporting; metadata exchange; extended 
database support for Teradata, SQL 
Server 2008, and DB2 z/OS v9; support 
for application development with Mi- 
crosoft Visual Team System Edition 
2008; and support for Oracle eBusiness 
Suite in CA ERwin Saphir. 

■ IGEL Universal Desktop Series 

IGEL announced its new Universal 
Desktop series of thin clients, which reduce 
costs, provide a lower TCO through remote 
management, and provide flexibility 
through a choice of digital service packs for 
accessing server-based and virtualized 
applications. The service packs include the 
Entry Package, which supports Microsoft 
RDP and Citrix ICA(R); the Standard 
Package, which features virtualization sup- 
port for leading vendors, Web access, a 
PDF viewer, and terminal emulation; and 
the Advanced Package, which features SAP 
GUI, USB redirection, and VoIP. 

■ NextComputing NextDimension XGE 

NextComputing unveiled the Next- 
Dimension XGE, which is part of the 
NextDimension family of flextop portable 



workstations. The NextDimension XGE is 
designed for professionals who need to run 
large 3D design and visualization pro- 
grams, with up to 24GB of memory and 
two low-voltage Intel Xeon 5400 series 
processors. Additionally, the Next-Di- 
mension XGE has a 17-inch widescreen 
high-resolution display (1,920 x 1,200), 
and it supports up to two high-end Nvidia 
or ATI graphics accelerator boards. The 




NextDimension XGE is also engineered to 
be easily upgraded, so your computer can 
grow along with your needs. 

■ OKI Portable Thermal Printers 

OKI announced three new products: the 
LP441, LP470, and the LP480 Series of 
portable thermal printers. The new models 
provide increased print speeds and en- 
hanced print resolution. The new portable 
series features a lightweight, compact 
design; antibacterial housing; wireless con- 
nectivity; print speeds of up to 4 inches 
per second; standard peel and present; 
linerless material handling; and a durable 
structure. 

■ Omtool AccuRoute 2.3 

Omtool introduced AccuRoute 2.3, 
which is designed to allow flexible distrib- 
uted document capture and handling with 
enterprise-class manageability, reliability, 
scalability, security, auditing, and tracking, 
according to Omtool. With AccuRoute 2.3, 
organizations can capture, convert, and dis- 
pense both electronic and paper documents 
in addition to routing them through the 



appropriate avenue of the company. 
AccuRoute 2.3 also lets documents be cap- 
tured via all network-connected scan 
devices, then converts them to a broad 
range of file formats. Users can then dis- 
tribute these files via email, fax, and con- 
tent and document management systems 
with one scan. 



Messaging & Telephony 



■ Cisco Integrated Messaging Solution For 
Financial Services Industry 

Cisco unveiled an Ethernet-based inte- 
grated messaging solution that accelerates 
automated trading environments and 
improves end-to-end application perfor- 
mance for the financial services industry. 
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The new offering is based on NYSE 
Technologies' Data Fabric high-perfor- 
mance middleware, NetEffect Remote 
Direct Memory Access-capable lOGbE 
Network Interface Cards from Intel, Cisco 
Nexus 5000 Series switches, and Cisco 
drivers. 

■ Critical Links edgeMobility 

Critical Links released edgeMobility, a 
feature set aimed at the company's 
edgeBox flagship product. Specifically, 
edgeMobility will give remote workers and 
telecommuters identical voice, data, and IT 
abilities as if they were in the office. 
Critical Links says, enabling users to stay 
connected with colleagues, partners, and 
Go to Page 12 
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Reduce data center cooling 
costs by directing cold air where 
it is needed most - through the 
computer racks! AirBlock cur- 
tains and strip doors from 
Simplex separate cold air and 
warm air aisles, maximizing the 
dynamics of air flow to cool your 
data center. A system can pay 
for itself in months! 
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The AirBlock product line includes 
transparent curtains, strip doors, panels 
and patented hardware; create a 
solution specific to your needs. 

Save energy on both air conditioning 
and fan systems - 15% and 67% 
respectively (according to a study by 
the Lawrence Berkeley National 
Laboratory). 

Specially formulated vinyls are low- 
outgassing and anti-static, and meet 
ASTM and NFPA fire retardancy 
requirements. 



Call for your local dealer: 1 .800.854.7951 

email: sales@simplexis.net • simplexlsolationsystems.com 
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Eaton makes selecting Enclosure 
Power Distribution Units easy 

Uninterruptibility from Eaton® isn't a new offering. 
It's an iron-clad promise, baclted by a $13B global 
organization and a century-long heritage with power 
protection, distribution and management expertise. 

Eaton's expanded portfolio of power distribution units 
(ePDU"^'^) offers the broadest range on the market. 
Making the right decisions from the start can make a difference 
in the dependability and efficiency of your infrastructure. 

Use our new product configuration wizard to search over 
1,000 products for the perfect solution. Tailor your ePDU to 
include a wide range of voltages using various combinations 
of NEMA and lEC outlets and plugs. 

Visit the product wizard to meet your power distribution 
challenges and power through. 

www.epdu.com/prsnws 

(877) 785-4994 

Eaton aritl ePDU are Irademarks of Eaion Corporation. ©2003 Eaton Corporalion, All rights reserved. 
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Continued from Page 11 
customers. Features include forwarding of 
unanswered calls to designated numbers, 
simultaneous ringing of work and cell 
phones, dialing into office systems to make 
calls as if they were coming from the 
office, voicemail transcription, email push, 
PDA syncing, and more. The edgeMobility 
release is included in edgeBox free. 

■ Dialogic Diva IVIedia Board 

Dialogic announced that its Diva Media 
Board line now includes half-size Analog 
PCI-E and half-size Multi Span El/Tl 
PCI-E boards. The new options provide IT 
managers with the ability to implement and 
deploy small- to large-scale Unified 
Messaging applications on smaller PCs 
and servers. The Analog PCI-E boards 
come in two-, four-, and eight-port 
options — with the four- and eight-port 
boards available in half-size. The two-port 
board is low-profile size and is shipped 
with standard and low-profile size brack- 
ets. The Multi Span El/Tl PCI-E boards 
come in one-, two-, and four-span options, 
which support 30 (24), 60 (48), and 120 
(96) phone calls simultaneously. The half- 
size boards can be upgraded to support fax, 
VoIP, and modem applications. 

■ Tall(Switch TS-850i Cordless DECT Phone 

TalkSwitch released the TS-850i cordless 
DECT phone with TalkSwitch IP PBX sys- 
tem functionality. Suited for warehouse and 
retail environments, teleworkers, and small 
businesses, the TS-850i utilizes SIP con- 
nectivity and doesn't need 
a nearby phone jack. The 
speakerphone provides eight 
hours of talk time and has 
a 1,000-foot outdoor range. 
Other benefits include 
handset auto-detection, si- 
multaneous calls per base, 
a backlit color display, and 
a 170-entry phone book. 
The entire TS-850i set 
is available for $299; addi- 
tional handsets are $149 
each. 

■ Tandberg Profile 

Videoconferencing in telepresence-quali- 
ty 1080p is at your command with the 
Tandberg Profile. This system features a 
42-inch 1080p LCD or single or dual 52- 
inch displays, along with full-duplex audio 
for simultaneous two-way conversation. 
It's based on the company's new Codec 
C60 video collaboration engine, which 
allows up to four microphones and four HD 
cameras (or other video sources) to be used 
simultaneously. Best of all, Tandberg says 
that the Profile is compatible with any 
standards-compliant telepresence or video- 
conferencing system. 



Networking & VPN 



■ A10 Networks AX Series Advanced Traffic 
Manager Update 

AlO Networks launched its latest 
AX Series Advanced Traffic Manager 
appliances, which offer advanced server 
load-balancing features. Platform en- 
hancements include aXAPI; a REST (rep- 
resentational state transfer)-style XML 
API; virtualized management; global serv- 
er load balancing; a redesigned GUI for 
improved navigation; and more efficient 
task initiation, RAM caching, and hard- 
ware compression. 

■ Advantech BAS-3000 Series DDCs 

Advantech launched its BAS-3000 series 
of direct digital controllers and expansion 
I/O modules, as well as a programming 
software package. With Web-enabled 
devices, the BAS-3000 series provides 





access and remote management capabilities 
through an Ethernet connection with a 
browser-based interface, offline simulation, 
and online debugging. The control modules 
support local and remote I/O expansion to 
increase flexibility and offer auto-tuning 
PID control. The BAS-3520/3521 Direct 
Digital Controllers are standalone program- 
mable controllers for delivering onboard 
I/O to help satisfy application require- 
ments. The BAS-3520/3521 expansion I/O 
modules can be stacked on the DDC or 
serve as a remote standalone I/O through an 
RS-485 network. BASpro is a free pro- 
gramming software package that's integrat- 
ed with the BAS-3520/3521 DDCs. 

■ BLADE Network Technologies VMready 

BLADE Network Technologies an- 
nounced that its 1/10 Gigabit Ethernet 
switches can now be equipped with 
VMready, a network virtualization tool that 
automates the enterprise data center for 
dynamic migration of virtual machines. 
BLADE'S VMready switches can help data 
center architects overcome network-based 
obstacles. VMready watches the VM (vir- 
tual machine) environment to ensure that 
when a live VM moves from one physical 
host to another, the destination network has 
been prepared in advance, which helps pre- 
serve security, access, and performance 
policies, blade's VMready is designed to 
automate VM migration by ensuring that 
the wrong QoS settings do not choke the 
application, the wrong Virtual LAN does 
not prevent the application from connecting 
to the network, and the wrong Access 
Control Lists do not compromise network 
security. 

■ Brocade DCX-4S Backbone 

Brocade introduced the DCX-4S Back- 
bone, a multipurpose core and edge 
network switching platform designed to 
facilitate server, SAN, and data center con- 
solidation. The Brocade DCX-4S Backbone 
scales to 192 ports at up to full 8Gbps 
speed via its four modular blade slots. It 
utilizes the same technology as the 384- 
port Brocade DCX Backbone, and it can be 
deployed as a lower-cost backbone tool in 
midsized enterprise network environments 
that don't require the throughput and port 
density of the larger DCX Backbone. Large 
enterprise customers can also implement 
the Brocade DCX-4S at the network edge 
to provide backbone-class capabilities 
throughout their data centers, and the DCX- 
4S can connect natively to Brocade B- 
Series and M-Series network environments. 
It supports fabric-wide encryption for data- 
at-rest for disk and tape. 

■ Brocade & IBM 8Gbps Host Bus Adapter 

Brocade announced the company had 
been chosen to broaden the IBM 8Gbps 
HBA (host bus adapter) Portfolio for Sys- 
tem x servers. Brocade and IBM have suc- 
cessfully completed systems integration 
testing of the Brocade BGbps Fibre Chan- 
nel HBAs with the IBM System x server 
family. IBM has made the Brocade Fibre 
Channel HBAs available as a peripheral 
option for IBM System x servers. In terms 
of Brocade HBA benefits. Brocade and 
IBM will deliver a new class of server con- 
nectivity that leverages Brocade Advanced 
Fabric Services to meet the needs of 
IBM System x customers who want to 
make their data centers more efficient. 
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reliable, and adaptable. Brocade HBAs 
deliver end-to-end networking capabilities 
for IBM customers considering server virtu- 
alization as part of their data center strategy. 

■ Cisco Nexus Family 
& Catalyst Enhancements 

Cisco introduced the latest Cisco Nexus 
family of switches and announced en- 
hancements to its Catalyst offerings. The 
Cisco Nexus 7018, Cisco Nexus 5010, and 
Cisco Nexus 2000 Series Fabric Extenders 
are built with the demands of data centers 
in mind. The Cisco Nexus 7018 is an 18- 
slot chassis that offers 16 I/O module slots 
for up to 512 10 Gigabit Ethernet ports. 
The Cisco Nexus 5010 is a 28-port switch 
with a lU form factor that supports 10 
Gigabit Ethernet, Cisco Data Center 
Ethernet, FCoE, and Fibre Channel. The 




Cisco Nexus 2000 Series Fabric Extender 
helps IT personnel manage more servers 
demanding more bandwidth. The Cisco 
Catalyst 6500 has been enhanced to be 
used as a virtualized service node with 
a Nexus core. Other new features include 
an in-service software upgrade and sup- 
port for long-range integrated lOGbE 
optics. 

■ Cisco & Dell Joint Offerings 

Cisco and Dell revealed they will jointly 
deliver next-generation data center infra- 
structure products. The companies' existing 
global Solution Technology Integrator 
agreement will now include Cisco Nexus 
5020 data center switching systems, Dell 
Power Edge server and Dell EqualLogic, 
PowerVault, and Dell/EMC storage solu- 
tions. The new interoperability features 
include simplified data center management, 
a unified networking fabric, and support for 
Fibre Channel, FCoE, and iSCSI. 

■ Fluke Networks MetroScope-LT 

Fluke Networks announced the Metro- 
Scope-LT, its new carrier Ethernet analyz- 
er that provides the functionality of high- 
end test equipment to field technicians of 
all skill levels. MetroScope-LT features a 
simplified user interface and uses Fluke's 
Provision test suite to run four tests 
(throughput, loss, latency, and jitter) in 
parallel in order to rapidly and more accu- 
rately test circuits. 

■ Netcordia NetMRI 3.0 

Netcordia released NetMRI 3.0 for mul- 
tiple network views and increased diag- 
nostics. NetMRI 3.0 enhances NCCM 
(network configuration and change man- 
agement) by updating access lists and 
increasing the efficiency of IT department 
tasks. Data is analyzed through three 
Web-based methods: the timeline dash- 
board, topology status views, and the net- 
work explorer. The timeline dashboard 
displays network health changes to quick- 
ly determine the root cause analysis. 
Topology status views monitor both 
health and policy compliance. Network 
Explorer uses ad-hoc analysis to under- 
stand device attributes via the enhanced 
interface. 



■ Quest Software Quest Site Administrator 
For SharePoint 

Quest Software now offers an enhanced 
version of the Quest Site Administrator for 
SharePoint for managing and reporting 
SharePoint environments. This solution 
features critical auditing, permissions man- 
agement, and specialized reporting. Users 

QUEST 
SOFTWARE' 

can collect log data, monitor events, and 
manage operational activity. The Quest Site 
Administrator for SharePoint is available 
for $2,995 per front-end server. 

■ Reflex Systems VMC Enhancements 

Reflex Systems announced enhance- 
ments to Reflex VMC (Virtualization 
Management Center) for complex dynam- 
ic virtual environments. Robust features 
include infrastructure mapping, configu- 
ration change monitoring, virtual network 
security, and comprehensive reporting. In 
addition. Reflex VMC optimizes resource 
utilization, verifies DRS/load balancing, 
analyzes performance, and implements 
virtual infrastructure storage planning. It 
can detect virtual bottlenecks while allow- 
ing IT administrators to improve critical 
applications. 

■ ScaleMP vSMP Foundation Software 

ScaleMP is expanding its line of vSMP 
Foundation software, and it will now sup- 
port larger memory configurations and 
larger cluster licensing options. vSMP 
Foundation combines several industry- 
standard off-the-shelf x86 servers (rack- 
mounted or blade systems) into one virtual 
system for the high-performance comput- 
ing market. Users can make one virtual 
SMP system with up to 32 sockets (128 
cores) and up to 1TB of shared memory, 
and the packages are designed to be energy- 
efficient. According to ScaleMP, platforms 
such as Dell PowerEdge MlOOOe Modular 
Blade Enclosure, HP BladeSystem c3000 
and c7000 enclosures, and the Sun Blade 
6000 Modular System will be supported. 



Physical Infrastructure 



■ Lantronix Evolution Device/Terminal Server 

Lantronix announced the release of its 
newest Evolution Device/Terminal Server 
products. An eight- and a 16-port EDSPS, 
which Lantronix says uses industry-stan- 
dard management tools, lets users access 
and manage serial equipment (medical 
devices, kiosks, retail terminals, etc.) via 
the Internet. The EDSPS is RoHS-compli- 
ant and includes SSH, SSL, and AES 
encryption for enterprise-level security. 
Additionally, the use of Lantronix' s Evo- 
lution OS means data is sent through the 
EDS protected against DoS, port mapping, 
and other Internet attacks. Industry-stan- 
dard management tools for configuration 
and monitoring are also included, as are 
email and RSS notifications. 



Security 



■ Cisco Spam & Virus Blocker, Cisco 
NSS2000 & NSS3000 Network Storage 
Systems & Cisco SBCS R1.4 

Cisco announced its Cisco Spam and 
Virus Blocker, Cisco NSS2000 and 
NSS3000 Network Storage Systems, and 
Cisco SBCS (Smart Business Communica- 
tions System) Release 1.4, all designed for 
small businesses. The Cisco Spam and Virus 
Blocker is a security appliance that claims 
one in a million false positives accuracy. 
The Cisco NSS2000 and NSS3000 Network 
Go to Page 14 
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don't have to sit on 
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Asset Tracking/Reporting 

Deinstallation/Packing/Transport 

DOD Level Data/Mechanical Destruction 

EPA Recycling/Reuse 

Ongoing Support Plans 

Technology Refresh/Install Programs 



Find out why some of the top U.S. companies and Government 
Agencies call DMD Systems Recovery. 



NAID 



DIVID SYSTEMS RECOVERY, INC. 

A Slightly Different CompanyTM 
Toll Free: (877) 777-0651 Phone: (602) 307-0180 Fax: (602) 307-0181 
Internet: www.dmdsystems.com 
Providing QUALITY GOODS and SERVICES for Industry. 
Member of AFCOW, Better Business Bureau, Chamber of Commerce. HP Authorized. Member of NAID (National Association for Informati 
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Storage Systems are desktop, network- 
attached storage systems that provide securi- 
ty and data protection. The Cisco Smart 
Business Communications System Release 
1.4 features enhanced wireless capabilities, 
including the Cisco SPA525G wireless IP 
phone, the Cisco 520 Secure Router, and the 
Cisco Configuration Assistant Version 1.9. 
Pricing for the Cisco Spam and Virus 
Blocker starts at $2,599. The Cisco Network 
Storage Systems start at $595. The price of 
the Cisco SBCS Release 1.4 varies depend- 
ing on the customer's needs. 

■ DigiPortal Software ChoiceMail One 5.104 

DigiPortal announced enhancements to 
ChoiceMail One, its antispam client-based 
software for PCs. ChoiceMail One includes 




DigiPortal 



SOFTWARE 




protection for smartphones that receive email 
from ISPs via the POP3 protocol. Choice- 
Mail One features a new user interface, direct 
support for Windows Mail configurations, 
performance improvements, and bug fixes 
and is available for $29.95. 

■ Idera Security Reporter 

Idera released Security Reporter, the 
newest addition to its Point admin toolset 
for Microsoft SharePoint. Security Repor- 
ter lets administrators easily set group poli- 
cies for user access to sites, libraries, and 
items, and Idera says that its reporting tools 
are much easier to use and more effective 
than SharePoint' s. Pricing is set at $795 per 
user. 



I Product y 

■ Netgear ProSecure STM150, 
STM300 & STM600 

Netgear released the STM series of Web 
and email threat management appliances. 
The purpose of STM (security threat 
management) is to bring enterprise-level 
security to SMEs. Using Netgear' s Stream 
Scanning Technology in partnership with 
Kaspersky Lab and Commtouch, the STM 
series provides comprehensive coverage 
with high throughput. The STM 150 is 
available now for $1,000, and the STM300 
and STM600 should appear in the second 
quarter. 

■ Optenet Web-Content 
Optenet Legal Filtering Program 

Optenet announced the WOLF (Web- 
Content Optenet Legal Filtering) program, 
which lets users intercept and block access 
to illegal Web/WAP content defined by 
organizations and government entities, such 
as the UK's IWF (Internet Watch Foun- 
dation) and the ACMA (Australian Com- 
munications and Media Authority). WOLF 
helps ISPs and telecom operators effective- 
ly and efficiently filter all WebAVAP con- 
tent classified as illegal by local authorities. 
This helps prevent unintentional transfer of 
illegal content. WOLF was engineered to 
be easy to use and effective at filtering the 
system while also being flexible in regard 
to deploying the operator's network infra- 
structure. WOLF is also able to simulta- 
neously filter all lists of illegal content stip- 
ulated by the authorities of the various 
governments. 

/ O P T ENET 

— ' Get optimal internet 
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■ Pentura Firewall Risk Assessment 

A service from UK security firm Pentura 
can audit the configuration of your organi- 
zation's firewall and router security, probe 
for weaknesses, and provide an in-depth 
report of vulnerabilities in order of priority. 
At the same time, Pentura Firewall Risk 
Assessment analyzes the firewall for con- 
flicting, incomplete, outdated, unnecessary, 
and redundant rules. After you address all 
of the above, the result could be better 
security with higher network throughput, 
not to mention clearer regulatory compli- 
ance. 

■ Software Security Solutions CyberPatrol 

Software Security Solutions announced 
the release of CyberPatrol, its Web-surfing 
protection software for business use. 
CyberPatrol blocks access to harmful Web 
sites and URLs and is available in three 
versions. CyberPatrol Parental Controls 
allow parents to control how much time 
family members spend on the Internet and 
which sites are accessible with an easy-to- 
use dashboard. Cyber-Patrol SiteSURV 
and SiteSURV plus, designed for small to 
medium-sized business owners, control 
Web access and work against a database 
of 22 million sites and more than 100 mil- 
lion URLs. 

■ Trend Micro OfficeScan 
Client/Server Edition 8.0 

Trend Micro announced that its Office- 
Scan Client/Server Edition 8.0 is now 
verified as Citrix-ready, signifying to cus- 
tomers the product's value within the Cit- 
rix Application Delivery Infrastructure 
of products. Powered by Trend Micro's 
Smart Protection Network, OfficeScan 



Client/Server Edition 8.0 uses a cloud- 
client content security infrastructure that 
aims to protect customers from online 
threats via real-time, cloud-based threat 




Securing Your Web World 



analysis and correlation. Trend Micro says 
the app offers client/server security for 
Citrix's XenApp through a combination of 
Trend Micro's Web reputation technology 
and virus and spyware protection, variant 
detection, antirootkit security, malware and 
remnant removal, and firewall security. 

■ Webroot Web Security SaaS 

Webroot introduced a new version of 
Webroot Web Security SaaS, which in- 
cludes better antiphishing detection via 
enhanced heuristics that deliver real-time 
protection against new phishing sites with- 
out the need for traditional signatures or 
URL list-based detection. It also provides 
policy enforcement regardless of the use of 
anonymizer or proxy bypass sites. Webroot 
Web Security SaaS also features enhanced 
reporting capabilities and proactive Web 
filtering protection in the cloud, which 
helps stop threats before they reach the net- 
work without the need for more hardware 
or software. 



Services 



■ Intermedia UserPilot 

Intermedia released UserPilot, which lets 
Intermedia's hosted applications customers 
integrate on-premise applications with 
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Rackmount TFT/LCD Drawer 

Superb Quality • Unparalleled Versatility 
More choices than you ever dreamed! 

13, 15, 17, or 19 inches 

Touch pad, track ball, real mouse 

With or without 4-, 8-, or 16-port KVM 

1 U or 2U for Independent monitor/keyboard use 

Free shipping within continental U.S.A. 



RACKMOUNT 

SOLUTIONS, LTD 

ISO 9001:2000 Certified 



Rackmount Solutions Ltd. 

(866) 207-6631 
www.rackmountsolutions.net 
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CS-27V Sentry Smart CDU 




Server Technolosv^ Inc. 



Provides reliable power distri- 
bution. Use one IP address 
across different power circuits. 

• High Density 

• Multiple Voltage Outputs 

• Input Current Monitoring 

• IP Access & Security 

• Alerts for Power & 
Environmental Conditions 

• NEW! Fuse Retractors for 
Branch Circuit Protection 

• Environmental (Temperature 
& Humidity) Monitoring 

• NEW! Linking for Smart 
CDU (Expansion Modules) 



Server Technology Inc. 

(800) 835-1515 
www.servertech.com 
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RS232 Access 
8 Rebootable Receptacles 

RPC14 

8 Receptacle Power Control and Monitoring 

Current, Voltage, Power, and Temp Monitoring 
LCD Screen displays power monitoring Information 
RS232 Interface, 120/208VAC 10,20,30A Models 
Turn On, Off, or Reboot any or All Receptacles 



BayTech 

(800) 523-2702 
www.baytech.net 
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RS232 Port 



Transfer Switch 




4 receptacles 
per side 



RPC18 

8 Receptacle Power Control / Monitoring w/Trans Switch 

• Current, Voltage, Power, and Temp Monitoring 

• Automatic Transfer Switch 

• RS232 or Network Interface 120/208VAC 10, 20, 30A Models 

• Turn On, Off, or Reboot any or All Receptacles 



BayTech 

(800) 523-2702 
www.baytech.net 
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$73.20 (20-amp) 
$59 (15-amp) 




MC-RPS-SUR Rackmount Surge-Protector 

Convenient 1 RU package; 12 outlets 
State-of-the-art surge suppressant technology with instanta- 
neous response capability to absorb and shunt equipment- 
damaging surges 

Two Isolated filter banks prevent Interference between 
connected equipment 

Outlet configuration accepts most transformers 

^ A-Neutronics. 

A-Neutronlcs Inc. 

(877) 263-8876 
www.A-Neutronics.com 
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4-Post Server Rack 




iSc 



19" or 23" EIA Rack Rails 

• Expandable Depth 
From 26"D to 42"D 

• 1 0/32 Tapped or Square 
Hole Rack Ralls 

• 40U, 44U, 48U Sizes 

• Black Powder Coat Finish 

To Learn More, Visit: 
www.iscdfw.com 



TM Information Support Concepts, inc 

Leading Infonnation Technology Praducts Since 1987 



Information Support Concepts Inc. 

(800) 458-6255 
www.iscdfw.com 
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more ease. UserPilot is engineered to 
provide end users with unified login capa- 
bilities, which help users access several 
applications more quickly and more easily. 
With UserPilot, users can safely synchro- 
nize user login credentials to permit just 
one username and password combination 
for users across on-premise and hosted 
applications. If the password is reset via 
Active Directory, it will automatically sync 
with Intermedia so the user can log in to 
Intermedia services using the new pass- 
word. Additionally, UserPilot assimilates 
easily with Intermedia's other hosted 
Microsoft Exchange features for a smooth 
installation process. 

■ Sun Microsystems' 
Energy-Efficient Data Center 

Sun Microsystems announced the com- 
pletion of its data center in Broomfield, 
Colo. The new data center incorporates the 
latest energy-efficient systems and exper- 
tise, including breakthrough design, power, 
and cooling technologies. Sun estimates 
that with the new data center, it will save 
more than $1 million in electricity costs 
and 11,000 metric tons of CO2 per year. In 
addition to unveiling the new data center. 
Sun also announced that it will offer data 
center efficiency services to help customers 
retrofit and build more efficient data cen- 
ters like the Broomfield center. 



Storage 



■ Acronis True Image Echo 

Acronis released the latest version of its 
Acronis True Image backup and disaster 
recovery software for servers and worksta- 
tions. The new offering, Acronis True 
Image Echo, now supports virtual machines 



and file formats from Citrix XenServer, 
VMware, Microsoft, Parallels, and Citrix/ 
Xen. Other new features include the ability 
to back up a server image to two locations, 
a restore file and folders without full path 
option, a command line tool, the ability to 
run Acronis Recovery for MS Exchange 
Bare-metal Restore after data recovery, and 
new user-defined discovery of computers in 
Group Server. Corporate pricing for the 
Acronis True Image server family starts at 
$499. 

■ Arlteia Software Ark&a 
Networl( Bacltup v8.0 

Arkeia Software released Arkeia Net- 
work Backup v8.0, which includes a virtual 
appliance for backup that allows customers 
free choice with hardware. Version 8.0 
simplifies backups of virtualized server 
environments, and it protects both tradi- 
tional and virtual machine platforms with 
one process, which helps make backups 
more reliable. The Arkeia Virtual Appli- 
ance delivers Arkeia Network Backup as 
a system image for a VMware virtual 
machine, and it includes licenses for a disk- 
based VTL (virtual tape library) and Arkeia 
Backup Agents. The Virtual Appliance 
delivers all the functionality of Arkeia 
Network Backup vS.O and interoperates 
with Arkeia Backup Agents and the Arkeia 
Backup Replication; it can be deployed in 
both VMware ESX and ESXi virtual envi- 
ronments. 

■ NetApp SnaplVlanager 2.0 

For IWicrosoft Office SharePoint Server 2007 

NetApp released SnapManager 2.0 for 
Microsoft Office SharePoint Server 2007. 
The company says the release will let users 
Go to Page 16 
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^^^^^^^^^^^ SECURE END OF LIFE DATA SOLUTIONS 




We Buy Ix(^b%^ & Used Data Tapes! 
/all types 
Yall brands 
/all versions 



Enterprise / Mid- Range / Entry Level / Personal Media ' 



Brands: HP, IBM, FUJI, SONY, MAXELL 
IMATION, QUANTUM and many other 



Most Wanted;SUPER DLTII / LT02,3,4 / AIT1,2,3,4 / MI/IE2 
9940 / 3590J / 3590E / MLR,SLR / TR5, 7/VXA/ V23 



SHRED THE DATA, 
NOT THE CARTRIDGE! 

Our data eradication processes meet and/or exceed all laws, acts 
and compliance standards such as HIPPA, Sarbanes-Oxley, D.O.D, 
Gramm-Leach Bliley along with all other concerns pertaining to secure data eradication, 




We Pay freight 
from anywhere in the WORLDl 



RecycleYourMedia 



SECURE END OF LIFE 
DATA SOLUTIONS j 
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I 



24 Receptacles 



LCD Display 



RS232 Access 

RPC 22 

24 Receptacle Remote Power Monitoring & Distribution 

• Current, Voltage, Power, and Temp Monitoring 

• LCD Screen Display 

• RS232 Interface 120/208VAC 10,20,30A Models 

• Power Distribution and Monitoring In One Unit 



BayTech 

(800) 523-2702 
www.baytech.net 



h 



949-757-0100 

buyback@recycleyourmedia.com 
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IVIicroGoose Climate Monitor 

Low-Cost MicroGoose Climate IVIonitor with PoE 

$1 99— Low-cost Web server 

Small, fits anywfiere 

Temperature & Humidity Sensor built-in 

Power over Ethernet (PoE) 

Multiple alarms per sensor 

1-Year Warranty/30-Day Money Back Guarantee 




IT Watchdogs 

(512) 257-1462 ext 537 
www. ITWatchdogs.com 



Physical Infrastructure 




$149 (15-amp) 
$179 (20-amp) 



IVISigi7-LCD AC Power Distribution Unit 

15 or 20-amp, 120V capacity in a single rackmount cabinet 
Built-in power meter with eight displays 
Fixed mounting flanges offer a solid rackmount installation 
Attractive all-steel housing with 10 rear-facing outlets and 
seven front-facing outlets measures only 4.5 inches deep 
Unfiltered electrical pass-through and lighted switch with 
latching safety cover prevents risk of accidental turn-off 



^ A-Neutronics. 

A-Neutronics Inc. 

(877) 263-8876 
www.A-Neutronics.com 
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Dualcom S 

Cyber Breaker® the Virtual Circuit Breaker™ 

Monitor and manage current consumption at EACH outlet 

TCP/IP or RS-232 

SNMP management 

Available with Enterprise Management Console™ (EMC) with 
Virtual PDU™ 



CYBER@)SWITCHING 



® 



Cyber Switching Inc. 

(888)311-6277 
www.cyberswltching.com 
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HotLok Blanking Panel 

The HotLok® Blanking Panel is an award-winning, patented 
99.97% effective sealing solution for airflow challenges in IT 
equipment cabinets 

• 1 U and 2U versions prevent the recirculation of hot exhaust 
air to air-intake temperatures 

• Ergonomic design facilitates fast, easy, tool-free installation 

• Snaps into any 19-inch EIA-310-E standard rack opening 



designed and 
manufactured by 

upsite 



technologies 



Upsite Technologies 

(888) 982-7800 
www.upsite.com/HotLokGold 
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TemPageR 

AVTECH'sTemPageR package offers real-time temperature 
monitoring in up to three locations while logging, alerting, graph- 
ing, and more. Alerts can be sent to individuals/groups via email, 
SMS, SNMP and more. TemPageR is connected via Ethernet, 
includes a built-in Web interface, and can be used with or without 
a host PC. PageR Enterprise and Device ManageR software 
licenses bundled free. Resellers welcome. Call today! 

A AVTECH 

AVTECH 

(888) 220-6700 / (401 ) 847-6700 
www.AVTECH.com 
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Continued from Page 15 
better manage SharePoint Server environ- 
ments, thus increasing storage efficiency, 
cutting expenses, and improving data pro- 
tection in both physical and virtual storage 
IT environments. NetApp says the release 
also includes automatic discovery and mon- 
itoring of data related to Share-Point server 
farms, with flagging of new or unprotected 
data included. Other abilities include con- 
figuring automatic backup policies to guard 
data continually, protection and recovery of 
databases of any size, and streamlining 
development and testing for customized 
SharePoint settings. 

■ Nexsan SASBeast 

Nexsan has released its SASBeast 
"green" storage device for the enterprise. 
Packing 42 SAS drives in a 4U form fac- 
tor, the SASBeast offers up to 18.9TB of 
capacity with an online hot-swapping 




9 f 



capability. Nexsan says that it's fast 
enough for transactional database duty, 
too, with its Fibre Channel and iSCSI 
connectivity that can be used at the same 
time. Other features include power effi- 
ciency, optimized cooling, and full redun- 
dancy. 

■ Novell Storage Manager 2.5 

Novell announced a new version of its 
storage solution. Storage Manager 2.5, 



which automates a set of storage manage- 
ment tasks based on events, identities, and 
policies that reside in the directory. Stor- 
age Manager 2.5 's new features include 
auxiliary storage, with no limit to the num- 
ber of home directories that can be created 
by each user; collaborative storage, which 
has been extended to user groups; expand- 
ed Linux support; a new interface; and 
enhanced cataloguing that tracks archived 
files as they are moved among storage 
devices. 

■ Quantum DXi7500 Product Line 

Quantum has announced capacity and 
software enhancements for its DXi7500 
product line, which includes the DXi7500 
Express and DXi7500 Enterprise models. 
The largest capacity offering tops out at 
220TB of usable storage; the Express 
model provides storage for smaller data 
capacities of 3TB. Software advancements 
include data synchronization and replica- 
tion for robust, multisite backup environ- 
ments. The DXi7500 integrates with 
Symantec's OpenStorage API, allowing for 
Veritas NetBackup support. Additionally, 
the DXi7500 supports RMAN (Oracle 
Recovery Manager) and EMC NetWorker 
7.5 for direct tape transfer. Starting price is 
$98,250. 

■ Quest Software Backup Compression 

& Encryption On LiteSpeed Engine For Oracle 

Quest Software has released advanced 
backup compression and encryption 
through LiteSpeed Engine for Oracle. 
Designed for cross-platform DBAs, Lite- 
Speed's compression solution offers: back- 
up size reduction of up to 90%, 50% 
reduced backup and restore times, four 
encryption levels, Tivoli Storage Manager 



integration, and support for Oracle's Media 
Manager. 

■ Raxco Software PerfectDisk 10 Product Line 

Raxco Software introduced the Per- 
fectDisk 10 series for business storage man- 
agement. Functioning as a defragmen- 
tation software and resource allocator for 
virtual environments, PerfectDisk 10 pro- 
vides enhancements for the following 
product offerings: PerfectDisk 10 Home 
Edition; Professional, Server, Virtual 
Enterprise Edition; and PerfectDisk 10 for 
Windows Home Server, Exchange, and 
VMware. Raxco Software enhanced the 
user interface and increased free space con- 
solidation. StealthPatrol instigates automat- 
ic background defragmentation with intelli- 
gent self-adjustment. Additionally, users 
will benefit from new Space Management 
reports, unlimited Pause Capability, and 
advanced scheduling preferences. Prices 
vary according to available editions. 

■ Sans Digital TR5M-B & TR5M 

The TowerRAID TR5M-B and TR5M 
DAS enclosures from Sans Digital update 
the TR5Mrs features with black or silver 
aesthetics. Using a 3Gbps eSATA connec- 
tion and port multiplication, the new 
TowerRAIDs support up to five 1.5TB 
SATA drives for a total capacity of 7.5TB. 
A 4.7-inch cooling fan keeps air flowing 
through the removable drive trays with 
cable-free backplanes. 
Both TowerRAIDs sup- ^^^^^^^^Sl 
port JBOD and RAID j^^^^^^^ 
0/1/1-1-0/5. Each comes ^^^^^ ^^^J 
with a two-port eSATA ^^^^^^^^^3 
adapter for PCI-E; PCI I^V^^^^ 
and PCI-X options are l^^nr^" 
available. 



■ Syncsort DMExpress 5.0 

Syncsort released DMExpress 5.0, which 
the company describes as high-speed data 
integration software for accelerating ETL 
(extract, transform, load), data warehous- 
ing, BI (business intelligence), and other 
applications. This release combines en- 
hancements with platform support and ease 
of use for the purpose of transforming and 
aggregating more volumes of different data 
types from numerous heterogeneous 
sources more quickly at a lower total cost 
of ownership. Enhancements let SAP, IBM 
Mainframe, and MicroFocus users access 
accelerated processing. Other enhance- 
ments include optimized performance for 
Netezza and Vertica. In November, Sync- 
sort says DM-Express extracted, trans- 
formed, and loaded 5.4TB of raw TPC-H 
data into a Vertica Analytic Database at 
1 .6TB per second. 

■ Western Digital 2TB Caviar Green 

Western Digital released a 2TB hard drive, 
which it calls the world's highest-capacity 
drive. The drive is part of WD's Caviar 
Green family of environmentally friendly 
models. Available in a 3.5-inch version, the 
drive is based on 500GB-per-platter technol- 
ogy with 32MB of cache available. All WD 
Caviar Green drives are designed for 
USB/FireWire/eSATA external, desktop, 
workstation, and desktop RAID uses. The 
2TB Caviar Green includes Stable Trac 
motor shaft technology to reduce vibrations 
and stabilize platters; IntelliPower to control 
the balance of spin speed, transfer rate, and 
caching algorithms; IntelliSeek to calculate 
optimum seek speeds; and NoTouch to make 
certain the recording head doesn't touch the 
disk media. The 2TB drive sells for $299. 
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Space: It's Not Endless 



I Managing storage space is a never- 
ending battle that must be won. 
When faced with diminishing network 
storage space, it's best to clean up before 
building out. 

One of the most challenging tasks faced 
by IT is creating a balance between user 
storage needs, budget, and resource con- 
straints. Policing storage needs is further 
complicated by the tendency of the average 
user to keep everything until forced to 
clean up. 

Although quotas seem like the best way 
to enforce the need for discretion, they can 
inspire user creativity that subverts best 
practices and compliance requirements. 
Potentially important and sensitive infor- 
mation starts appearing in Outlook PST 
files, ZIP files, local workstations, and 
removable storage devices, which effec- 
tively defeats backup and compliance 
processes, reduces network performance, 
and increases the potential for data loss. 

What Can We Do? 

If this were our home, we wouldn't build 
an addition or move to make more room; 
we'd purge and clean out first. When it 
comes to our network storage, we may be 
loath to take this approach because it 
demands user participation and quite a bit 
of effort to stay on top of the clutter. 

It may be viable to continue to add space, 
but it's likely you'll have to develop disci- 
pline and process around space management 
instead. It' s better to get at it now than to let 
it go until you're forced to do the big clean. 



Here are the key steps to gain control of 
network storage and minimize pain down 
the road: 

Turn off email quotas. Research shows 
that having these turned on complicates the 
task of managing storage space. If users 
have been creating PSTs, then you'll have to 
provide a remediation process to reincorpo- 
rate this data back into the 
Exchange store. 

Inventory the network. 
Determine what data is stored 
where and how long it has 
been since the files have been 
updated or accessed and use 
this information to drive 
potential archiving tasks. 
Identify questionable material 
such as JPEGs, MP3s, AVIs, 
and other multimedia files. 
Rank user utilization to iden- 
tify those who may need spe- 
cial attention and identify the functional 
area data stewards — for example, engi- 
neering may own all design data — to be 
certain you involve the correct stakehold- 
ers. Examine applications to determine if 
their space usage could be reduced through 
built-in space recovery mechanisms. 

Ensure backup is adequate. Backup 
should be complete, working, and tested, 
because once cleanup efforts begin, it may 
be too late to cope with lost or deleted data. 
Determine if your backup solution can 
automate the archiving process. 

Define an acceptable use policy. Identify 
what types of things shouldn't be stored — or 



don't need to be — and make this policy pub- 
lic. Communicate what should be kept and 
where, as well as when it should be eliminat- 
ed. If there are storage quotas, clarify what 
happens when they are reached. Identify 
email retention requirements keeping com- 
pliance needs in mind. Use security settings 
to control the use of PST files and external 
storage devices to avoid running into com- 
pliance or backup issues. 

Create a data archiving poUcy. Define a 
data archiving policy to ensure you can 



g Russell Conwath is a senior research 
J analyst at Info-Tech Research Group and 
< has spent more than 20 years in IT. 
Conwath has experience in software and 
hardware development, systems and software 
implementation, IT remediation, and senior 
technology management in a number 
of industries, as well as in independent 
technology and business consulting. 




identify what materials need to be in local 
online storage, what material should be 
archived, and when. Identify how old mate- 
rials should be before being considered for 
archiving. Draft a policy that optimizes 
near-line storage and run it by management 
and users for feedback. Organizations that 
have a document or knowledge manage- 
ment system should identify which materi- 
als must be stored in this system for reten- 
tion of important information. Ensure your 
process provides an opportunity for the user 
to identify data that should not be archived. 

Clean up. Work with users and manage- 
ment to archive data that is required but 



doesn't need near- line storage. This process 
should also be used by users to identify 
files, email, and other data that they don't 
need to retain and then purge accordingly. 
Be sure to examine email and database 
servers and optimize for space utilization, 
as this will improve performance, as well. 
Follow up to ensure users are cleaning up 
their data and following the agreed-upon 
retention and archiving policy. 

Repeat. This process has to be repeated 
on a regular basis, usually as often as you 
deem archiving necessary. 
Report regularly on space uti- 
lization by user and by file 
aging, indicating any poten- 
tially unacceptable material. 

What About Tools? 

Although tools are not nec- 
essary, they can make the 
work easier. A number of 
backup vendors offer option- 
al modules or capabilities to 
manage data archiving, so 
examine what your vendor 
may offer. Your environment and budget 
will dictate what should be used. 

Following these steps to reduce and 
maintain space utilization can slash your 
space requirements by up to 50%, particu- 
larly if storage is nearly full during your 
initial assessment. For those with larger 
storage systems, this can represent a sig- 
nificant savings, not to mention potential- 
ly eliminating the need for an upgrade. 
So, clean up first instead of moving or 
building that addition! 

Send your comments to 
infotech @ processor, com 
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I Apple Boasts High 
First Quarter Earnings 

Despite an economic downturn thai has 
greatly impacted ttie PC industry, Apple 
announced the best quarterly revenue and 
earnings in the company's history, with rev- 
enue surpassing $10 billion. In its first fiscal 
quarter for this year, ending Dec. 27, Apple 
posted record revenue of $10.17 billion and 
a net quarterly profit of $1 .58 billion. During 
the quarter, the company sold 2.5 million 
computers, a 9% unit growth over the year- 
ago quarter; 22.7 million iPods, a 3% unit 
growth; and 4.4 million iPhones, an 88% 
unit growth. 

I RM CEOs Fined 

Research In Motion co-CEOs Jim Balsillie 
and IVIike Lazaridis could face fines of $80 
million after the Ontario Securities Commis- 
sion investigated the two for a backdating 
controversy that started as far back as 1996. 
Backdating occurs when organizations give 
employees a stock purchase price retroac- 
tively that matches a stock's lower price 
point. This creates revenue for the employ- 
ee. In 2007, RIM's board discovered nearly 
40% of stock options granted since 1996 
had been backdated. The Ontario Securities 
Commission uncovered that the co-CEOs 
netted about $1 .6 million each. They have 
since repaid the earnings and also paid 
for the investigation, which cost about $4.2 
million. 

I Verizon Gains Despite Economy 

Verizon Communications posted profits and 
net gains in the fourth quarter. Verizon Wire- 
less, which is co-owned by Verizon Communi- 
cations and Vodafone Group, netted $11.1 bil- 
lion in revenue and $3.8 billion in profits for the 
fourth quarter. Led by its wireless unit and high- 
speed fiber lines, Verizon added 1 .4 million 
new subscribers and is picking up even more 
with its acquisition of Alltel. Verizon's high- 
speed FiOS wireline operation (supplying both 
TV and high-speed Internet access) added 
303,000 net FiOS TV and 282,000 net FiOS 
Internet customers in the fourth quarter. 

I Vl\/lware Q4 Revenue Up, 
Future Lool(s Less Promising 

VIVIware pulled in strong fourth-quarter growth 
compared to the previous year and previous 
quarter. The server virtualization vendor 
reported revenues of $515 million, a 25% 
increase from the $412 million reported in 04 
2007. Although net income was $142 million, 
or 36 cents per share (up from $103 million a 
year ago), VM ware's outlook for 2009 is 
uncertain. VIVIware saw some account growth 
in the fourth quarter with the addition of 1 ,500 
customers. The company has decided not to 
release revenue projections for this year 
because of the uncertainty of the economy; its 
customers remain conservative, as well. 



Prioritizing Data Protection 
& Endpoint Security 



Identify Your Assets, Analyze Vulnerabilities 
& Implement A Plan 



by George Crump 

End points are the end-user devices 
attached to the end of your network and can 
be one of the greatest challenges when it 
comes to data protection and security. How 
does the SME prioritize the protection and 
securing of these end points? 

The first step in prioritization is to know 
what assets you have. Once you decide on 
a process, you have to determine if it can, 
in fact, be enforced. Implementing data 
protection without first knowing if you 
will be able to enforce that protection is 
putting the investment at risk before the 
process even starts. 

"Enterprises must begin with first gain- 
ing visibility into what assets they have — 
both hardware and software. It is impossi- 
ble to secure what you cannot see," says 
Alan Komet, vice president of marketing at 
Promisee (www.promisec.com). 

Given the economic realities of this 
year, this is a logical way to decide when 
and where to spend the limited data pro- 
tection and security budget dollars. The 
"cover it all" philosophy was never logis- 
tically feasible and now is no longer eco- 
nomically so. 

Analyze Vulnerabilities 

Once this inventory is complete, the 
analysis of the vulnerabilities of each end 
point can begin. The systems can be 
grouped by operating system or applica- 
tion. Some applications can indicate how 
frequently data changes to give you an 



idea of what to back up. "Desktops and 
laptops can be analyzed for lack of or dis- 
abled antivirus software or backup soft- 
ware," says Komet. 

The next step is to develop metrics to 
determine the relative business value of 
each system. To do that, you will need to 
determine which metrics to use. Some com- 
mon metrics include: 

The value of the data. What is the rel- 
ative cost to the business if data is lost? 
Determine not only how much the re- 
creation of that data will cost, but also the 
cost of not knowing that critical data was 
on an end point in the first place. 

Uptime requirement for the end point. 
Uptime is as critical to endpoint users as 
email may be to the data center. For 
instance, a laptop user who generates thou- 
sands of dollars an hour for the company 
will need to have the laptop replaced quick- 
ly if there is a failure. 

Archiving requirements on the end 
point. This is not a capacity utilization 
issue because most laptops and desk- 
tops come with more internal storage 
than users need. It is more a compliance 
concern, making sure that sensitive in- 
formation is not hanging around on indi- 
vidual systems. 

eDiscovery requirement for the end 
point. Is it likely that users' data would 
be required in the case of a legal action? 
eDiscovery now goes beyond the scope of 
the CEO and CFO; a salesperson's laptop 
may contain all the critical information 
in a case. 



Endpoint Security: Don't Forget Baclcups 



Along with security, providing data points on 
end points is also challenging. For most organi- 
zations, this will come down to implementing an 
online backup service or using similar technolo- 
gies in-house. "Even after efforts to centralize 
mission-critical applications such as CRIVI or 
mail, the data at the end point is still growing, 
and that data is still often very sensitive to the 
company," says Stacy Hayes, CEO at DS3 
DataVaulting (www.ds3datavaulting.com). 

Hayes cites two studies by the Ponemon Institute. 
According to one study, more than 600,000 



laptops are stolen a year from airports alone, and 
another Ponemon study shows that 80% of busi- 
nesses have had laptops lost or stolen in the past 
two years. "Clearly, protection and rapid recovery 
are critical to keep corporate data safe and knowl- 
edge workers productive," concludes Hayes. 

Online backup has the advantage of being 
able to work anywhere that the user has an 
Internet connection. The agent automatically 
works without user intervention and can be 
monitored to make sure that the user does not 
turn the backup agent off. 



Confidentiality of the data. Is the data 
on the end point sensitive to the company 
itself? Does it contain trade secrets? If so, 
then some sort of mobile wipe or a bio- 
metric lockout may be in order if confi- 
dential data is stolen. 

Implement Protection 

Once these metrics are decided upon, 
the next step is to map those to each user 
or system. It is hard to develop a rule of 
thumb for mapping these metrics. Each 
business is going to require its own set of 
policies based on industry type and gov- 
ernment regulation. 

"The difficulty is now that you have 
this knowledge in hand, how do you 



Key Points 



Because of the sheer size and dispersed 
nature of end points, the challenge of protect- 
ing them may seem too large to address right 
now. Breaking the task down into simple 
steps and leveraging available tools and tech- 
nology can make the project simple and suc- 
cessful while protecting the organization from 
critical data loss exposure. 



effectively implement it?" asks Fabrice 
Helliker, CTO of Cofio Software (www 
.cofio.com). For example, current solu- 
tions make this task very difficult because 
there are not many tools that can apply 
and manage all metrics. 

As a result, each endpoint product 
needs to be individually configured and 
monitored. This problem is compounded 
if the endpoint products do not share 
system groupings or classification meth- 
odologies, so training and understand- 
ing of the goal of the protection policy is 
crippled. 

"A new breed of data management 
products are required, which enables you 
to create groupings, classifications, and 
policies for all data management func- 
tions within a single view and with a 
common management toolset," concludes 
Helliker. 

The end point is often forgotten or 
deemed too overwhelming to deal with. 
Tools that can inspect, enforce, and 
provide endpoint protection are now 
affordable and easy to implement and 
maintain. The cost of avoiding the chal- 
lenge may end up costing your organiza- 
tion millions. 
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Contractors & Vendors May Require Internet 
Access, But Connecting Them To Your Internal 
Network Can Invite Security Disaster 



by Kurt Marko 

Enterprises today operate in a vastly 
more complex, connected, and interdepen- 
dent business environment. Disaggregated, 
"flat world" companies typically rely upon 
a network of suppliers, service providers, 
and contractors to maintain the agility and 
efficiency demanded by globalized markets 
and a tight economy. 

Consequently, corporate offices are no 
longer the private realm of traditional full- 
time employees but host to a melange of 
guests ranging from temps to vendors, all 
of whom rely upon network applications 
and data to do their jobs. Yet despite the 
need to integrate guests into the enterprise 
work environment, most enterprises don't 
vest them with the same degree of trust as 
they do their own employees. 

This poses a challenge for IT managers 
charged with delivering network services 
while maintaining security and control over 
critical information assets. The increasing 
prevalence of wireless corporate networks 
only compounds the problem; however, an 
array of security technologies is available 
that can enable convenient, secure, and lim- 
ited guest network access. 

Typical Network Architecture 

Surprisingly, many IT managers com- 
pletely sidestep the issue. A survey of 200 
companies by security appliance vendor 
Napera (www.napera.com) found that 20% 
allow guests direct access to their enter- 
prise network. A more secure architecture, 
adopted by half of those in Napera' s sur- 
vey, isolates guests onto a separate LAN, 
which allows only Internet access and is 
treated as an untrusted external network. 

Phil Schacter, vice president and service 
director at Burton Group, cautions that 
even though guests may only have out- 
bound Internet access, enterprises still face 
the risk of misuse (for example, hogging 
bandwidth by downloading large files or 
video streams) or legal liability. 

Wired vs. Wireless 

A partitioned network architecture is 
required for security-conscious firms and is 
particularly well- suited for wireless LANs. 
Schacter sees WLANs as the preferred 
means of providing guest access. 

Research by IDC's Karim Bahloul con- 
firms Schacter' s observation. "Survey 



results show that enterprises implement Wi- 
Fi solutions primarily for the benefit of their 
prospects and customers (86%)," he writes. 
"They also adopt Wi-Fi access services in 
order to give their suppliers (79%) and sub- 
contractors (43%) facilities for connecting 
to the Internet network." 

However, Todd Hooper, CEO and founder 
of Napera, says building a new, parallel wire- 
less network can get expensive, a particular 
concern to Napera' s SME customers. 

Open Wi-Fi networks are a known secu- 
rity hazard, and experts agree that enter- 
prise WLANs should use authenticated, 
encrypted WPA2 connections. The simplest 
implementation, PSK (pre-shared key) mode, 
uses a single passphrase for all connections. 
Although this thwarts drive-by hackers, it 
still leaves the network open to anyone hav- 
ing the passphrase. 

Instead, Schacter recommends using 
WPA-Enterprise mode, which authenti- 
cates users with unique usernames and 
passwords. Although implementation is 
more complex, most WPA-Enterprise 
products can use existing Active Directory 
or LDAP (Lightweight Directory Access 
Protocol) databases. Guests are assigned 
either an individual username or a shared 
guest account. Due to the management 
overhead of separate accounts for every 
guest, Hooper sees more shared implemen- 
tations, although as Schacter points out, 
this eliminates the ability to track individ- 
ual usage and hold guest users accountable 
for inappropriate use. 

Guest Authentication 

Even though guests don't have direct 
access to a company's intranet, Schacter 
says, "It is important that guests be iden- 
tified — and therefore held accountable 
for their actions — while connected to a 
host organization's network." Network 
traffic may be logged and tracked using 
existing network management systems, 
but the data is problematic because 
addresses can be spoofed, and network 
accounting provides no means of linking 
device activity to an individual. 

According to Schacter, a more comprehen- 
sive solution is a so-called "guest manage- 
ment system" that works in conjunction with 
a RADIUS (remote authentication dial-in 
user service)-based AAA (authentication, 
authorization, and accounting) solution to 
provide secure, accountable access for tempo- 



Recommendations For Secure WLANs 



Implementing and maintaining a secure enter- 
prise WLAN requires the right technology infra- 
structure, operational processes, and usage and 
security policies. It can be a significant undertak- 
ing. Yet the benefits secure mobility offers the 
enterprise often warrant the investment and effort. 

• Build on a centralized WLAN architecture, as 
opposed to implementing a distributed 
deployment. (This is only appropriate for very 
small implementations of fewer than 1 APs.) 

• Implement 802.1 1 i for mutual authentication on 
every WLAN client device. Authentication 
servers must be validated by clients and vice 
versa. 



• Enforce strong encryption. Use WPA2 wher- 
ever supported and WPA1 at a minimum. 
Don't allow the use of WEP on the enterprise 
WLAN. 

• Enforce client integrity policies via NAC and 
provide for remediation to bring client devices 
into compliance. 

• Secure mobile devices to prevent internal 
breaches or external data exposure. 

• Implement wireless IDS and IPS to lock down 
the enterprise WLAN. 

Source: "Ensuring Wireless LAN Security"; Info-Tech Research 
Report; 2006. 



rary network users. These systems, originally 
used for large public wireless networks, such 
as those at universities or hotels, provide 
enhanced security and logging while simpli- 
fying the administration of a dynamic guest 
user population. As guest management sys- 
tems mature and evolve, Schacter sees them 
being adopted by more large enterprises. 

Additional Security Measures 

NAC (network access control) is another 
useful technology for protecting enterprise 
networks from guest-borne security at- 
tacks. Schacter notes, "Guest access is a big 
[if not the biggest] driver for deploying 
host admission controls [NAC]." Early 

Guest Usage 
Of Enterprise Networks 

in response to the question "How often do 
partners (outside entities such as suppliers, 
contractors, customers, etc.) access your 
internal network today vs. three years ago?" 
the Yankee Group found that more than 50% 
of companies surveyed had guests accessing 
the network every day, compared to just 10% 
three years ago. 

1 3 Years Ago 
I Today 



Never 




Infrequently 



Occasionally 



Frequently 



Every Day 



Source; "Network Access Control Offers Unrealized Promise"; 
Yankee Group; October 2007; quoted by Napera. 



NAC products prevent compromised sys- 
tems from spreading malware, spam, and 
DoS attacks, yet have been too complex 
and expensive for most SMEs. Hooper 
points out that integrated NAC appliances 
tailored for SMEs can segment guest users 
from employees on existing networks, thus 
eliminating the need for parallel infrastruc- 
ture. These products allow IT to centrally 
define policies for guest access to any net- 
work resource, such as printers, applica- 
tions, or file shares — no matter where they 
reside on the network. 

Unless an enterprise is using NAC to con- 
solidate guests on a single network, users 
requiring more extensive access to internal 
applications or data have traditionally been 
given accounts on an SSL VPN server, says 
Schacter. SSL VPNs are preferred because 
they don't require installing a client-side 
connector and are relatively easy to admin- 
ister. As an alternative, Schacter sees guest 
networks increasingly adopting virtualized 
terminal servers configured to provide con- 
trolled, restricted access to specific internal 
applications and data. 

Intelligent Guest Access 

Our hyper-connected business world 
necessitates ubiquitous Internet links for 
employees and guests alike. Lacking a 
secure guest network, the temptation for 
office visitors to plug their laptop into the 
nearest Ethernet port is almost irresistible, 
significantly increasing the risk to internal 
systems. WLANs make an ideal vehicle for 
guest networks and, with prudent security 
measures, can allow company visitors to be 
productive but not disruptive. 



I Ericsson To Cut 5,000 Jobs 
In Sweden 

Telecom vendor Ericsson announced it will 
lay off 5,000 workers to reduce costs. The 
layoffs will affect about 1 ,000 employees in 
the Stockholm area. Other cost-cutting 
measures will come through layoffs of 
numerous consultants and temporary staff. 
Ericsson will also consolidate research 
efforts and development sites. 2008 profits 
topped out at $1 .3 billion, a significant 
decrease compared to 2007's net profit of 
$2.6 billion. Despite this overall loss, fourth- 
quarter sales were up by 23%. Ericsson 
forecasts that the cuts will save the compa- 
ny about $1 .2 billion in 2009. 

Yahoo! 's Q4 Results 
Better Than Expected 

Yahoo!, under new leadership by CEO 
Carol Bartz, has released 04 results that 
exceeded analysts' expectations. Although 
the company posted a loss of $303 million, 
it actually amounts to earnings of $238 mil- 
lion, or about 17 cents per share, after 
adjusting to account for more than $500 mil- 
lion in one-time charges incurred from work- 
force reductions and international business 
expenses. The earnings exceeded analysts' 
predictions of 13 cents per share. The com- 
pany's revenue was down 1% for the quar- 
ter to $1 .81 billion; looking ahead, Yahoo! 
predicts first-quarter revenue of $1 .53 billion 
to $1.73 billion. 

li Google's Sales & Revenue 
Increase, Profits Drop 

Internet advertising and search giant 
Google's 04 sales topped expectations at 
$4.22 billion— $100 million more than the 
$4.12 billion predicted by analysts. The com- 
pany's net income did not fare quite as well, 
however: 04 earnings were $382.4 million, a 
drop of 68% year-over-year. The sharp 
decline is due in large part to a sizeable 
$1 .09 billion write-down concerning its 
investments in AOL and Clearwire and to 
charges incurred by changes made to 
employee stock options. Still, Google's rev- 
enue increased to $5.7 billion, up 18% year- 
over-year from $4.83 billion. 




I Sophos Plans Layoffs 

Security vendor Sophos announced it plans to 
reduce its workforce by as much as 5% in 
what the company says is a business reorga- 
nization, which Sophos is reluctant to attribute 
to the challenging economic climate. The UK- 
based company currently employs about 
1 ,500 people globally; all of the estimated 75 
jobs to be cut will come from the company's 
sales and marketing departments. Sophos 
emphasizes that the cuts will not affect its 
channel business and believes that the money 
saved in sales and marketing expenses will 
strengthen other areas of the company. 
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I Intel Cuts Prices On Processors 

Intel's announcement regarding price cuts on 
several of its processor models has been a 
topic of conversation on many technology 
Web sites as of late. With headlines declaring 
48% savings on some processors, con- 
sumers and industry organizations are look- 
ing for an explanation of Intel's motive. 




Darin Stahl, research lead for Info-Tech 
Research Group, believes that the price cuts 
are normal. "The act of cutting prices is part 
of [Intel's] strategy going fon/vard. They have 
a term for it inside Intel called waterfalling, 
where they simply move prices down and 
make room," he says. But when looking at 
the depth of the cuts, Stahl assigns another 
factor. "I might guess that some of that per- 
centage decrease was attributed to the econ- 
omy and demand," he says. 

The price cuts spanned a handful of proces- 
sor models, including the 3GHz quad-core 
Q9650 model and the server-oriented Xeon 
line, both of which were reduced by 40% from 
$530 to $316. Cuts were also made to the 
Pentium dual-core E5200, down 24% from 
$84 to $64, and to the mobile Core 2 Duo 
P8600, down 13% from $241 to $209. Intel's 
largest price cut of 48% fell on its 2GHz 
mobile Celeron processor, from $134 to $70. 

I Behind The Cuts 

Some speculate that Intel's price cuts are in 
response to the recent release of AMD's 
Phenom II X4 processors. "Both companies 
are suffering as a result of lack of demand," 
says Stahl, who suggests that perhaps Intel 
is ensuring that its hardware is making its 
way into OEIVI PCs and equipment. 




Others are interested in the possible effects 
Intel's price cuts will have on the industry. "It 
may have some ripple effect, but it's not going 
to be one of those economic stimuli for the 
computer industry by any means," Stahl says. 
"This puts a real interesting dilemma in the 
hands of server builders. I think under normal 
circumstances, price cuts like this would cause 
an OEM such as HP or Dell to think about 
some procurement, but system builders are 
also looking at a decrease in demand." 

That decrease in demand speaks loud and 
clear in the face of reduced budgets all over the 
United States, and lower component prices 
doesn't necessarily translate to a consumer's 
immediate whole-system purchase. Stahl elab- 
orates, "If Toyota turned around and cut the 
price of their carburetors, does that make me 
run off and buy a new car? I don't think so." 



by Kris Glaser 



Bridging The Gap 
Between IT & Facilities 



Lessons Learned From 

The University Of Notre Dame 

by James Cope 



Lack of collaboration between SME 
facilities and IT groups can siphon valu- 
able resources from the IT pool on a 
recurring basis. Too often, data center 
staffers spend time on power and cooling 
and other facility management tasks while 
systems work, application management, 
and networking are left wanting. And 
when hit with a major IT project, the 
absence of a good working relationship 
with Facilities can retard the initiative or 
put implementation in peril. 

To gain a better understanding of bridg- 
ing the gap, we turn to the University of 
Notre Dame's OIT (Office of Information 
Technology). Although the prominent uni- 
versity's enterprise surpasses what most 
SMEs can expect in size, diversity, and 
complexity, the working relationships 
Notre Dame's OIT has established with 
the university's Facilities group neverthe- 
less offers valuable lessons applicable to a 
wide range of enterprises. 

Processes & Points Of Contact 

The relationship between Notre Dame's 
OIT and Facilities hit a milestone five years 
ago when Notre Dame completed a mas- 
sive overhaul of its central data center with- 
out disruption to campus IT services. Don 
Padgett, who was the project manager on 
the OIT side of the initiative, says success 
resulted from using mature project manage- 
ment processes that Facilities had in place 
for handling space design, cooling, and 
electrical challenges. 

"We had three major concerns: fire sup- 
pression, overall cooling, and the availabili- 
ty or lack of power and getting it to the 
building," Padgett explains. These concerns 
were addressed systematically through sin- 
gle points of contact, one on the OIT side 
and one on the Facilities side. 

"I didn't need to know the [Facilities] 
processes for them to work; I could tell 
through my contact that they were in place." 



For example, Facilities staff handled rela- 
tionships with outside cooling and electrical 
contractors, which enabled Notre Dame's 
OIT to concentrate on the IT systems part of 
the job. 

Padgett says, "We were told to design the 
data center for a five-year time frame; we 
hit the time frame." 

Anticipating What You Don't Know 

But these days, hitting the time frame 
isn't easy. A fundamental challenge is that 
technological change, which accelerates 



But Bob Werner, a mechanical engineer 
with Notre Dame Facilities and Utilities, 
again emphasizing how rapidly change 
occurs in IT, says divining the future isn't 
enough. He and his counterparts in the OIT 
are working with a data center consulting 
firm on next steps. 

IT An Integral Part Of The Physical 
Structure 

Notre Dame Senior Network Engineer 
Ric Mauch carefully plots the next steps, 
too. He's part of a three-member OIT net- 
working team that includes experts on 
CATV, telephony, and the cable plant and 
wireless connections for new campus 
buildings. The team meets with Facilities 



"IT changes all of the time, and we have 
to write modern specifications and keep 
facilities abreast of changes so they can pass 
that information forward to the architects 
and engineers they are working with." 



I 



I 



-Notre Dame's Ric l\/laucti 



I 



exponentially, will almost always outpace 
an organization's ability to see the reality 
that awaits it at some predetermined point 
down the road. An SME can be on track 
with its IT plan and suddenly see IT prob- 
lems in the headlights just as it swerves to 
miss them. 

Notre Dame understands the concept but 
isn't immune to its effects. Today, its data 
center houses 600 servers compared to 
half that number three years ago, says 
Steve Tapp, manager of consolidated 
operations in the Notre Dame OIT. "I've 
seen us bump up against cooling and space 
issues; we've been using virtualization, 
two offsite locations," Tapp says. 

Notre Dame gave itself some maneuver- 
ing room in its original data center design 
five years ago, including redundant electri- 
cal power that includes a generator and 
extra cooling capacity plus offsite facilities. 



Best Practices For Connecting 
New Offices, Buildings 



Ric IVIauch, senior network engineer at the Uni- 
versity of Notre Dame's Office of Information 
Technologies, offers these tips for incorporating 
new offices or buildings into your enterprise. 

• Listen to the building concept. 

• Thinl< creatively on what the end user will 
want and need. 

• Design a plan that includes a budget. 



Listen to the end users' critiques but know 
your facilities project manager's budget 
constraints. 

Finalize a plan with budget and design 
with emphasis on making it as future-proof 
as possible. 

Approach the install with enthusiasm 
and professionalism. 



Accelerating Change Drives Need For Teamwork 



Eighteen months ago, some data centers that 
were designed three years prior began engag- 
ing in "high-density deployments using a virtu- 
alization strategy," says Ian Jagger, worldwide 
market manager for Data Center Services at 
HP (www.hp.com) in Palo Alto, Calif. "What 
you were doing with processing utilization of 
10 to 15% is now spiking over 90%." 

IVIoreover, Jagger says the business drivers for 
data center operations are changing right in 
front of our eyes. Data center drivers that only 
12 months ago were all about managing risk 



and ensuring the highest availability possible 
are now bumping up against energy efficiency. 
Jagger questions, "Do you really need five 
nines of availability? It's now more about energy 
efficiency, not as much about availability." 

Although Jagger believes that the gap between 
facilities and IT among SMEs is narrowing, he 
says taking a team approach today is "impera- 
tive," a point echoed by Notre Dame's Don 
Padgett, who says, "Get facilities involved early 
and often." 



engineers to discuss IT needs and design 
the assets that will serve the building 
before Notre Dame breaks ground on it. 
In new buildings, the network infrastruc- 
ture and other IT elements installed are 
integral to the purpose of the structure, 
not just add-ons. 

"We are the same team for each and 
every job," Mauch says. The team not only 
deals with design, it also provides IT-relat- 
ed budgets for new buildings. 

Mauch says, "Once . . . walls and roofs 
are built for the naked eye to see," his 
team briefs the network engineer respon- 
sible for assembling a crew and installing 
the network. During installation, a net- 
work technician maintains a history of the 
installation, including changes made 
along the way, and notes them in a CAD 
drawing database. 

Although Notre Dame in many cases has 
the luxury of hooking up new buildings via 
existing tunnels to an optical-fiber ring 
around the campus, SMEs may need to 
bring public utilities and their ISPs to the 
table early on if they plan to connect new 
buildings across town or across the country 
to their WANs. 

Don't Assume They Know It All 

While it is absolutely crucial to involve 
facilities in projects that require knowledge 
about power, cooling, building construction, 
and physical network access, Mauch says 
"the biggest mistake that IT people can make 
is to assume that people in facilities have the 
answers for everything." The same is true for 
faciUties personnel. 

He says, "One can't expect a facilities 
engineer to know about modern cabling 
and conduit sizes, grounding, closet 
environment specifications, fiber optic 
strength, electronic noise, and network 
speeds. IT changes all of the time, and 
we have to write modern specifications 
and keep facilities abreast of changes so 
they can pass that information forward 
to the architects and engineers they are 
working with. 

"Always, always be able to help your 
facilities team with questions they receive 
from the electrical engineers — be available 
and educated for them," Mauch says. 
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I How To I 

Track Data Center Assets 

Benefits Can Extend Well Beyond IT Department 



by Jean Thilmany 

Keeping up with IT assets housed 
within the data center and across the 
enterprise extends well beyond maintain- 
ing a basic catalog of a company's hard- 
ware and software and attendant costs. In 
many enterprises, only a few employees 
actually have a handle on IT assets, but 
the benefits of tracking data center assets 
can often encompass the entire enterprise. 

Asset tracking is usually done via soft- 
ware. Reporting functions within the soft- 



Key Points 



Tracking systems give managers a compre- 
inensive lool< at assets across the board, 
\nU\cU Ue\ps \hem extend tlie life of IT assets 
and make intelligent planning decisions. 
These systems can also streamline an IT 
department's workload and benefit payoff 
company-wide. 



ware list the assets; where they reside; their 
cost and condition; and pertinent dates, 
such as the date a license is set to expire, 
says Orit Pennington, CFO at TPGTEX 
Label Solutions (www.tpgtex.com). 

Begin With A List 

To populate the software, IT personnel 
should start with a list of all the hardware 
and the licensed software housed inside and 
outside the enterprise and of relevant infor- 
mation such as heating and cooling costs. 
This is no small task, says Toby Martin, 
product manager at data asset-tracking soft- 
ware provider Avocent (www.avocent.com). 
Key asset information is found across multi- 
ple applications and departments, including 
the purchasing, finance, customer support, 
facilities, securities, accounting, and human 
resources departments, Martin says. 

Expect to pull information from financial 
records, spreadsheets, word processing 



TOP TIPS 



• Although helpful, you don't 
need to populate a data- 
tracking system with histori- 
cal asset information. Doing 
so delays the return of data. 

• Knowing the actual cost 

of each system can help IT 



documents, PDFs, and the like. Extracting 
and aggregating this data is a gargantuan 
task, Martin says. Many organizations 
choose to simply start tracking as of a spe- 
cific date. Historical information isn't 
necessary for enterprises that don't have 
the financial and staff wherewithal to 
gather historical information and that are 
willing to wait for the qualified data the 
tracking system will eventually return, 
Martin says. 

Benefits Of Tracking 

The data-tracking system gives IT man- 
agers a bird's-eye view of assets across the 
board. The information can help them 
examine many IT processes, says Tony 
Thomas, product manager for Numara 
Software (www.numarasoftware.com). The 
comprehensive list is helpful when trou- 
bleshooting IT problems. The frame of 
reference helps managers project how long 
it will take to correct problems based on 
past problem-solving efforts. Managers 
can also use the information to secure the 
infrastructure when they uncover unautho- 
rized devices. 

Thomas says the asset list also reduces 
the risk of expensive penalties for breach of 
software license agreements because it can 
notify the IT department when the agree- 
ments are coming due. 

And here's an often-overlooked perk: 
Keeping track of and listing power costs, 
cooling costs, and hardware and software 
costs helps IT managers make a firm case 
for the corporate value of the hardware and 
software they've chosen to implement, 
Martin says. 

The system also helps managers make 
intelligent planning decisions, Martin adds. 
"You can't budget and plan if you don't 
know what you already have," he explains. 

Asset tracking can also help extend the 
life of those systems, which is vital in 
today's economy, he adds. 



"A server life cycle is historically three 
to four years, but now everyone is looking 
to squeeze some additional money out of 
these things," Martin says. "So you can 
know your support costs and know what 
the configuration looks like and apply best 
practices around that." 

One drawback to asset management and 
tracking: It has to be done properly, Pen- 
nington says. "If the preparation is not done 
well, most of the information will be inac- 
curate and useless," he says. 

An Asset-Traclcing Roadmap 

To make asset tracking easier, Avocent 
refers customers to its Koala model. The 
model serves as a roadmap for IT to follow. 

The first letter, K, stands for key costs, 
Martin says. To fully track costs, IT man- 
agers will need to bring in costs they may 
not have considered: maintenance, lease 
returns, and cooling costs, for example. 

"We have many customers lease a lot of 
their assets. If they return [assets] with dif- 
ferent hardware or configurations, they vio- 
late terms of lease. And those penalties can 
be significant," Martin says. "You'll need 
to track those penalties." 

The second letter signifies ownership. 
Assign the financial cost for a particular prod- 
uct to its proper department or subsidiary. 
"We [hear] departments say, 'Just buy me a 
server and let the data center pay for it,'" 
Martin says. "But you'll have to know 
[where] budget costs will come from." 

The first A in the Koala model stands for 
accountability. "Who is responsible for sup- 
porting this stuff as people come and go and 
assets, like servers, sit there without people 
knowing who's supposed to be working on 
them?" Martin asks. The asset management 
software should include a way to denote the 
departments and company subsidiaries that 
use the software, as well as the IT staffer 
charged with maintaining the software. 

The L denotes life cycle. IT managers 
need to track the state and status of each prod- 
uct to keep licensing costs down and extend 
the product's life cycle, explains Martin. 
"Has it been ordered, provisioned, returned? 
What's its physical state?" Martin asks. 
"Without this information there's no way to 
track where it's at in its service life." 

And the final A stands for assignment, as 
in: To which department or employee is the 
product assigned? This helps managers deter- 
mine where the product is physically located. 

Choose The Right Software 

When IT managers shop for asset man- 
agement software, they need to consider 



whether they'd like the system connected to 
the enterprise accounting system to synchro- 
nize costs. That answer will narrow options 
for asset-tracking software, Pennington says. 

Other questions to consider: Does the 
software need to track assets used by cus- 
tomers? Will it need to produce invoices? 
Does the software allow for serialization? 

The asset-tracking software generally 
costs $750 to $900 per licensed user. "Each 
software has a slightly different approach to 
how it tracks assets. It is imperative that it 
will be similar to the company's own busi- 
ness processes," Pennington says. "The 
other option is for the company to be willing 
to change their business processes to match 
that of the software." 

In addition, managers may need a label- 
ing program that can connect to the track- 
ing system, though this is included with 
some systems. Pennington says prices for a 
labeling program can run about $450. 

Pennington explains that managers will 
also likely need a thermal printer, which 
can run from $400 to $900, and barcode 
scanners, which generally cost anywhere 
from $400 to $1,900. The printing and 
labeling equipment lets companies label 
hardware to track it in the field. 

Martin provides additional advice, recom- 
mending that IT managers resist the urge to 
track everything. "You can get stuck in data 
overload and a lot of information . . . isn't 
really relevant to business decisions," he 
says. "Asset management is really focused 
on the business, so pay attention to the stuff 
that will cost or save you money." 



personnel make the case 
for or against new purchases 
to their higher-ups. 

• Having asset information 
housed in one place saves 
a significant amount of time 
when you need to secure 



systems quickly or to bring 
them back up. 

• By keeping track of license 
renewal dates, the software 
can shave costs in penalties 
for late renewals. 



What You'll Need 

To properly track your enterprise's data 
assets, you need: 

To know the department or employee to 
which each asset is assigned. 

■ To list all IT assets within the company and 
its subsidiaries. 

Bar-coding, thermal-printing, and labeling 
software for tracking hardware in the field. 

To have a handle on costs related to the 
assets (such as heating and cooling costs), 
so you can properly populate the data 
asset software. 

■ To know the physical state of the hardware 
and the date it was entered into the system, 
so you can compare it to its returned state. 

■ To know what the numbers and information 
returned by the asset-tracking system 
mean for your company. 
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Picking A 
Data Center Site 



How To Ensure You Find The Best Location 
For Your SME's Facility 

by Robyn Weisman 



I SIX QUICK TIPS I 



There has been a lot of fanciful talk 
about relocating data centers in such heat- 
minimizing venues as Iceland, but the 
typical small to medium-sized physical 
data center site usually gets chosen for 
more than the local climate or a trendy 
address. "It's a combination of factors. 
Any one factor does not make or break the 
decision," says Lee Kirby, vice president 
and general manager at infrastructure 
solution provider Lee Technologies (www 
.leetechnologies.com). 

So what criteria should IT and data cen- 
ter managers at SMEs consider when 
choosing their data center sites? Here are a 
few tips to help you out. 

Keep Location Risks In Mind 

"Many IT managers believe that risks 
are quite low when it comes to their data 
center becoming completely submerged in 
water due to flooding or without power 
for an extended period of time because 
of a hurricane, and on a grand level, they 
are correct in their assumptions," says 
John Bennett, worldwide director of 
HP Data Center Transformation So- 
lutions. "However, very few realize that 
data center outages due to local flooding 
or power losses due to a local fire are 
quite common." 

Bennett says it makes sense to avoid 
locations with high natural disaster poten- 
tial. At the same time, try to avoid local 



areas that are prone to seasonal flooding or 
higher-than-average fire risks. "In addition, 
locations close to ports, chemical plants, 
highways, or other areas that could be sub- 
ject to a local disastrous event should also 
be avoided," Bennett says. 

Lior Blik, president and CEO of net- 
work infrastructure technologies solutions 
provider NIT Connect (www.nitconnect 



should align their data center strategies 
with business goals and select a loca- 
tion that can support long-term business 
growth from both a space perspective and 
a technological one." 

Consider Security & Safety 

For his part, Lee Technologies' Kirby 
says it's important to make sure that the 
physical location that you choose for your 
data center is safe for your employees. 
You don't want to have it located in an 
area where petty theft or other crime is 
an issue. 

"Terrorism and earthquakes seem to be 
the vogue thing people think of, but some- 
times people forget about simple crime," 
Kirby says. 

Check Out 
Local Incentives 

Kirby also recommends checking out 
what incentives the local EDC (economic 
development council) can offer your orga- 



You don't want to have your SME's 
data center located in an area where petty 
theft or other crime is an issue. 



.net), notes that if you live in a flood zone 
and need, for whatever reason, to have 
your data center in-house or nearby, do 
not install your data center on the ground 
floor of your building. "Floods are often 
unprecedented and will severely damage 
the data center," Blik says. "A more ideal 
location would be on the second, third, [or 
higher] floor." 

Plan For Future Growth 

Make sure you consider where your orga- 
nization will be during the next five to 10 
years when selecting a physical location for 
your data center, recommends HP's Bennett. 

"As the business grows, the data center 
increasingly becomes a more strategic 
asset, helping to keep the business com- 
petitive," Bennett says. "IT managers 



BONUS TIPS 



Consider The 
Data Center Itself 

■ Allocate additional space 
for fire systems. Lior Blik, 
president and CEO of networl< 
infrastructure technologies 
solutions provider NIT Con- 
nect (www.nitconnect.net) rec- 
ommends allocating additional 
data center space for a fire 



suppression system. Such a 
setup should include the in- 
stallation of chemical-holding 
balloons or nitrogen-pressured 
cylinders. 

■ Windows are great for 
humans but potentially dis- 
astrous for IT equipment. 

Blik recommends that you 
avoid installing a data center 



in a room with windows 
because managing tempera- 
ture and other environmental 
controls becomes more prob- 
lematic when you add win- 
dows to the mix. "Windows 
may allow warm air to come 
through from the outside, gen- 
erating more energy usage 
and affecting proper airflow 
management," he says. 



nization for choosing to locate a data 
center in its community. "A lot of [EDCs] 
have gotten really aggressive in trying to 
attract people into the area because an 
EDC is just like any other type of sales- 
person," Kirby says. "They know if they 
get one person in there, they'll get another 
because it'll attract and legitimize the fact 
that they're making this area attractive to 
IT organizations." 

Mario Hernandez, president of the San 
Antonio Economic Development Foun- 
dation, says that San Antonio was able to 
lure a Microsoft data center, as well as 
several others through the incentives the 
city offered. According to Hernandez, his 
organization provided Microsoft a pack- 
age that included $5 million to help the 
company purchase specialized transform- 
ers that offset some of the startup capital 
costs, along with a tax abatement from 
city and county government property 
taxes for 10 years. In addition, the local 
utility company provided a multiyear 
commitment to provide energy needs at 
less than 5 cents per kilowatt-hour, 
Hernandez says. 

"If companies can show the benefits to 
communities [through their] economic 
impact from having a data center, then 
communities will be inclined to provide 
meaningful assistance and incentives in 
the areas most important to the data cen- 
ter," he notes. 



Money-Saving Tip: 

Shop Around For 
The Best Power Prices 

Lee Kirby, vice president and general man- 
ager at infrastructure solution provider Lee 
Technologies (www.leetechnologies.com), 
says that the price of power is becoming a 
more important screening criterion. "You 
don't even get to the table to determine if 
that area would have other aspects because 
people are running away from the high 
power grids," Kirby says. 

Kirby points out that you first want to make 
sure the power is available and then find 
out what the local utility will charge for it. 
While a small to medium-sized enterprise 
usually can't leverage a utility company 
the way a large enterprise can, it can still 
shop around to see who is offering the 
best prices. 

"Power is one of the most expensive parts 
of the data center operating budget. Once 
you get it built, you've got to keep it pow- 
ered and cooled, and it's just a never-end- 
ing cycle," Kirby says. 



Best Tip: 

Ensure Accessibility 
To IT Talent & Vendors 

If power costs were the only major criteria in 
determining where to house your next data 
center, you could build it in Antarctica and be 
done with it. But Kirby warns that if you get 
too far away from the major metres, availabili- 
ty of resources gets tough. 

"Your costs go up because you're having to 
transport people in," he says. "During the con- 
struction cycle, there are a lot of people 
onsite building the data center. As it gets into 
operation, it's a lot less, and you may be able 
to find local talent, but chances are if you're 
way out there, you may not find the type of 
talent that you want." 

Staying close to major metropolitan areas 
gives you a greater likelihood of finding the 
talent and vendors you need to get your data 
center up and running. Combine that with 
potential incentives from local EDCs (eco- 
nomic development councils; for example, 
San Antonio has brought in midsized com- 
panies, along with Microsoft and Lowe's 
through the incentives it offers), and you 
should be able to find a good balance that 
doesn't drain your wallet. 
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WHAT'S Happening 



Beyond Catalogs 

Black Box Extends Its Reach In The Data 
Communications & Infrastructure Market 



by Holly Dolezalek 

Black Box Network Services takes its 
name from its own products — what it calls 
the "little black boxes" that connect data 
communications products to one other. And 
in the past three decades, it has established a 
reputation in the IT market with its award- 
winning catalog, which lists available prod- 
ucts and explains relevant concepts. But 
through new services and acquisitions, Black 
Box has also become a provider of onsite 
installation and support services for commu- 
nications and infrastructure, as well as a 
manufacturer of related products. 

Black Box (888/225-6921; www.blackbox 
.com) was founded in 1976 under the name 
of Expandor. Its name changed to Black Box 
Network Services in 1982, and the company 
went public 10 years later. Today, Black Box 
earns $1 billion in annual sales. Many of its 
customers are in government, health care, 
and aerospace, but it has customers in educa- 
tion and in financial institutions, as well. 

Most of the company's more than 4,000 
employees work at its headquarters and dis- 
tribution center in Lawrence, Pa., but Black 
Box has sales offices around the world and 
does business in 141 countries. About 80% 
of its business is transacted in North 
America, and the remaining 20% is pre- 
dominantly in Europe and Asia. 

A Catalog & Then Some 

Black Box's business is divided into 
communications, data infrastructure, and 
products. The company's roots are in the 
product side of the business because it 



began as a catalog-based distributor of data 
communications products. It still maintains 
a catalog of more than 118,000 products, 
which include both other vendors' products 
and products manufactured by Black Box. 

But Black Box is working to reinvent itself 
as a company known for more than 
just its catalog. Its communications 
segment, particularly voice services, is 
the biggest and fastest-growing of the 
three, constituting about 60% of Black 
Box's sales. It includes VoIP, telepho- 
ny platforms, mobility and messaging 
solutions, and other communications tech- 
nologies that the company designs, installs, 
and/or maintains. "We support [almost] 
every communications system out there," 
says Brian Kutchma, director of marketing 
for Black Box. "Because we're vendor- 
agnostic, we can take a discovery approach 
and help customers identify what's best for 
their business." 

The data infrastructure side of the business 
includes structured cabling; wired, wireless, 
or hybrid Internet connections; networking 
products; and digital signage. Black Box also 
provides data center design and planning and 
other types of consulting. 

Areas Of Growth 

Over the past few years, Black Box has 
expanded its customer base through market- 
ing its current offerings and making acquisi- 
tions to add more products or services to its 
portfolio. It bought Charlotte, N.C., -based 
Network Communications Technologies for 
its large base of commercial, education, and 
government accounts, and other acquisitions 



have brought regional onsite installers and 
other companies under the Black Box 
umbrella. The company plans to continue 
making acquisitions, although it also wants 
to pursue organic growth, as well. 

One avenue for that growth for the com- 
pany has been in remote power manage- 
ment. The industry-wide emphasis on 
reducing or at least monitoring power con- 
sumption in data centers has led to more 



interest in Black Box's power distribution 
units, remote power management products, 
and other products that monitor power con- 
sumption and send out alerts in case of 
power failure, temperature rise, or other 
potentially disastrous data center conditions. 

The company also wants to expand its 
portfolio of unified communications prod- 
ucts, which integrate data, voice, and 
mobile communications. "Those systems 
have started to converge more in enterpris- 
es, and we're well positioned to have the 
expertise to partner with our customers on 
that," Kutchma says. 

Digital signage is another area of growth. 
Black Box is developing several kits for 
digital signage at different price points, and 
the kits include needed equipment such as 
cabling, connections, a media player, and 
content management software. "The pack- 
ages for signage in a box, backed by our 
round-the-clock support, will be the key to 
that market," Kutchma says. 

The company is also beefing up its 
Powerline technology, its method of 



setting up a wireless Ethernet network using 
a building's electrical wiring. Black Box is 
working with a manufacturer to develop 
products for this technology that are intend- 
ed for small offices and large enterprises. 

Responding To Challenges 

For Black Box, the Internet has become 
both a blessing and a curse. The Internet 
makes it easier for customers to compare 
prices and find cheaper options. That cre- 
ates pricing pressure for Black Box because 
it's competing in a commodity arena. As 
such, the company has staked its success 
on having the most responsive tech sup- 
port rather than having the cheapest price 
for a given product. Current and 
potential customers can call Black 
Box's 24/7 free tech support hot- 
line and get their questions an- 
swered — whether they buy some- 
thing or not. 
The Internet is also where the 
information is, and Black Box's awareness of 
that fact has prompted a shift in the way it 
promotes its products. Having established a 
reputation in the IT world with its catalog, 
the company is now trying to mirror that cat- 
alog presence on the Web. But rather than 
just posting its catalog online as many do, the 
company is trying to distribute that presence 
in as many Web channels as possible. 

As part of this movement. Black Box is 
pursuing a social-networking strategy in 
addition to its traditional marketing strate- 
gy. It aims to create awareness about Black 
Box on bulletin boards, forums, and other 
Web-based locales. The company's how-to 
videos are also appearing online. "Growing 
up as a catalog house, the older generation 
of IT folks know us really well because 
they grew up with our catalog," Kutchma 
says. "But the younger generation tends to 
find information on the Web, through their 
BlackBerrys, on MySpace, and in other 
venues. So we're making sure we're posi- 
tioned where customers are going to look 
for information." 
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Based in Eden Prairie, IVIinn., Condre Storage (www.condrestorage.com) 
is a distributor and integrator of data storage hardware and software, selling 
only to the VAR and reseller communities and small OEMs. 

Condre resells SAS and SATA hard drives, RAID and JBOD systems, stor- 
age-area networks, and tape backup (including disk-to-disk-to-tape), along 
with SAS expanders, host bus adapters, and storage management soft- 
ware, from such vendors as Seagate, Hitachi, NEC, Promise Technology, 
Infortrend, American IVIegatrends, Tandberg, and ATTO Technology. 

Additionally, Condre offers blade servers such as the NEC blade server 
line, which have Fibre Channel interfaces to complement storage and 
backup solutions. 



■ What are the biggest IT-related 
issues facing today's small to 
midsized enterprise? 

"Staying current with technology 
and stretching IT dollars wherever 
possible," says Dennis IVIaetzold, 
president of Condre Storage. "IMany 
storage products and the infrastruc- 
ture to support them used to be too 
complex and costly except for the 
larger enterprises, but they are 
becoming [more] affordable and 
manageable. From our point of 
view, it's time for small to medium- 
sized enterprises ... to learn how to 
fit evolving technologies to existing 
customer infrastructures — for exam- 
ple, understanding the advantages 
of Serial-Attached SCSI (SAS) for 
future storage solutions and how to 
manage backup and rebuilding 
issues of RAID Storage." 

Today's small to midsized enterpris- 
es also need to stretch their IT bud- 
get dollars, IVIaetzold notes. 'This 
means looking for products and 
providers offering the same quality 
and performance at more affordable 
prices." One area particularly hit by 
budget constraints are budgets for 
secondary storage and even some 
primary storage budgets. 



"Companies are looking to spend 
only a fraction of what they've been 
spending on the better-known brands 
but still want all the features." 

■ What should Processor 
readers know about your 
company's products? 

"Condre integrates cost-effective 
quality storage solutions utilizing 
enterprise-rated components, and we 
pass all factory warranties to our cus- 
tomers," says IVIaetzold. "Our engi- 
neers are well-trained on all technolo- 
gies and products, [and] they get 
asked to participate in vendor alpha 
and beta test products. [Additionally,] 
our engineers provide support to our 
customers' customers — we assist 
with installation and initial setup and 
provide support if failures occur." 

■ What makes 

your company unique? 

"We are specialists in storage," says 
Maetzold. "We believe in providing 
sales guidance, not just simple order- 
taking, so we're providing not just the 
right products and technologies but 
also the right solution for the require- 
ments. We stay current with storage 
technologies and products and bring 
the newest storage solutions to our 
VARs and resellers. . . . And we sell 



only to VARs and resellers, not to 
end users — we don't compete with 
our own customers." 

Condre can provide cost-effective 
storage solutions based on the same 
enterprise-caliber components as 
others by working with smaller ven- 
dors that have smaller internal sales 
and service and that use channel 
resellers and third-party service 
departments, which reduces the 
company's overhead and its prices. 
"Condre can offer the same amount 
or type of storage as larger, more 
well-known brands offer and also 
offer higher performance for less 
money," says Maetzold. 

Condre also stands out in its ability to 
provide ready-to-go systems. "We do 
all our integration in Minneapolis," 
says Dave Logelin, vice president of 
Condre Storage. "Because the drives 
are getting so big in capacity, it can 
take one or more days to format and 
partition a multiterabyte RAID array, 
for example. We can do that and ship 
it out directly to a customer with it 
already set up, configured, and test- 
ed. When it hits the end-user location, 
it's plug and play, rather than a box of 
parts drop-shipped with drives that 
might fail." 
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95-Z4238-000 

HergoZ4238-42U/38"D 
Enclosure Cabinet 




Only $749 

Complete Base Unit 



24-14900-006 
Wall Mount Enclosure 
6U - Single Section 



24-14900-002 

Wall Mount Enclosure 
12U - Single Section 



SALE 



24-14700-002 

Wall Mount Enclosure 
12U - Double Section 




Only $199 



Only $239 




Only $279 




Hergoisa U.S. designer and manufacturer of Techni 
Computer Furniture, offering a wide range of so utions 
foryour technical work space. Visit our Website at 
www.hergo.com to learn more about our products, m 



hergo 



888.222.7270 www.hergo.eom 




GSA Contract # - GS-29F-01 33G 

56-01 55th Avenue, Maspeth, New York 11378 



Get the IT industry's best resource: 
the Black Box® Big Book— FREE 



» Tech tips, how-tos, Black Box Explains, 
Buyer's Guides and more. 

» Easy-to-understand networking illustrations. 

» The latest product innovations, including energy 
reducing solutions, remote monitoring and 
control, and much more. 

» Hundreds of great ways to extend the life 
of your network and your IT budget. 




Cables | Cabinets & Racks | KVM | Digital Signage & Multimedia 
Networking | Datacom | Power | Premise Security | Servers 
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blackbox.com/go/pro | 888-225-6921 



